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By Troy Stangarone
All negotiations face setbacks. In most instances these breakdowns happen at
the working level rather than between leaders as occurred in Hanoi.
In negotiating problems as intractable as the dismantlement of North Korea's
weapons programs, setbacks are likely, but need not preclude a successful
outcome if the proper groundwork is laid in advance. Something that is more
challenging in the current top-down process between Donald Trump and Kim
Jong-un.
Of course, as the experience of the six-party talks demonstrates, not all
negotiations will necessarily lead to success either.
However, the early indications are that some progress was made in narrowing
differences. Both sides have also been relatively restrained in their comments
after the summit. North Korea has suggested it will not resume testing and the
U.S. and South Korea have maintained their suspension of major joint military
exercises, indicating a desire on both sides not to close the door on future talks.
The talks, perhaps unsurprisingly, stalled over sanctions, but each side may have approached the summit with
unrealistic expectations. For months Pyongyang has insisted that dismantlement must be coupled with sanctions
relief.
In Hanoi, North Korea put forward a proposal that called for the United States to agree to the removal of the five
most recent U.N. sanctions resolutions in exchange for the dismantlement of its nuclear production facilities at
Yongbyon, though not all facilities at the location.
While capping North Korea's ability to make new fissile materials at Yongbyon, the deal would have left North
Korea with its existing weapons stockpile and production facilities at other locations still intact, while asking the
United States to lift a significant majority of the economic sanctions on North Korea.
This would have risked locking in place North Korea's status as a de facto nuclear weapons state and removing
nearly all of the U.S. leverage in the negotiations going forward. This was never an offer the United States
would be able to accept.
Similarly, Trump maintained his conviction that he could convince Kim to go “big” and agree to a deal that
would lift all of the sanctions in exchange for North Korea dismantling all of its weapons and production
facilities, including those outside of Yongbyon. Essentially an offer North Korea has consistently declined over
the years.
If the offer in Hanoi was Kim's opening offer rather than the best that North Korea can do, there is the possibility
of the two sides reaching a negotiated solution.
The same is true if Trump's offer is the ultimate goal, but perhaps achievable through a series of agreements
rather than one all-encompassing agreement. In essence, both sides may need to lower their expectations and
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work to find a solution that mixes elements of both.
This would mean that Kim will need to accept that the dismantlement of Yongbyon on its own is not worth the
removal of most economic sanctions on North Korea to the international community and that relief may be
contingent on North Korea following through on its commitments, while the U.S. might need to work toward an
interim agreement that could build confidence on both sides.
To get there the top-down approach needs to be modified. The inability of Trump and Kim to reach an
agreement on steps toward the dismantlement of North Korea's nuclear weapons and missile programs
demonstrates the possibilities and the challenges of the top-down approach.
While the top-down approach gave the United States access to the ultimate decision-maker in North Korea, it
can only work if complemented with a robust working-level process.
Stephen Biegun, Trump's envoy for North Korea, struggled to gain access to his North Korean interlocutors until
relatively shortly before the summit and the two sides were unable to conclude the type of detailed negations
that are needed.
If North Korea engages the U.S. in a robust working-level process, the two sides could work toward resolving
most of the issues, even if a few decisions remain for Trump and Kim. In the lead up to Hanoi, the gaps
remained too large for the leaders to bridge.
After the breakdown, it will take time to know if this is just a temporary impasse or if the differences between
the United States and North Korea are too large to bridge.
In the short term the challenge will be developing a process that will allow the working-level officials to engage
in the type of robust negotiations that would allow their leaders to successfully meet at a future summit. If the
U.S. and North Korea are unable to do that, there is no reason to believe that a future summit would be more
successful than the one in Hanoi.
Troy Stangarone (ts@keia.org) is the senior director of congressional affairs and trade at the Korea Economic
Institute.
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Associated Press, Ahn Young-joon

Social Media Manipulation in
South Korea
How does Korea fit into the global trend of social
media manipulation in democracies?
By Troy Stangarone

Similar to countries around the world, South Korea finds its
political system vulnerable to online manipulation of social media
from domestic and foreign sources.
According to a study by the University of Oxford, social media
manipulation for political purposes is becoming increasingly
common. Signs of efforts to use social media to manipulate public
opinion date back to at least the 2010 midterm elections in the
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United States, and soon thereafter began in South Korea as the
National Intelligence Service (NIS) sought to shape public opinion
in advance of elections in 2011 and 2012.
The Oxford study documents 48 countries where there are active
campaigns to manipulate public opinion on social media in 2017,
up from 28 countries in 2016. While social media manipulation is
often driven by efforts to spread disinformation for electoral
purposes, the spread of fake news and foreign interference is also
driving government agencies to begin to manipulate social media
to counter these effects.
Efforts at social media manipulation are especially appealing in
South Korea as 84 percent of Koreans use online sources for news,
in contrast to only 25 percent who use print publications as a news
source.
Previous efforts by the NIS and more recent attempts at
manipulation tend to fall into a category known as “political
astroturfing.” Political astroturfing is the attempt to hide the source
of a message on social media to make it appear as though it
originated from grassroots activity. The goal is to shift public
opinion on issues in public discourse, such as North Korea, or
impact the support for certain political candidates.
Examples of astroturfing versus genuine grassroots enthusiasm
can be seen in the real world as well. In 2008, McDonald’s paid
1,000 part-time employees to line up outside one of its stores in
Osaka for the launch of its quarter pounder in Japan to create the
impression of popular demand for the hamburger. This contrasts
with real grassroots support for products such as the iPhone,
where enthusiastic fans have been known sleep in front of the
store overnight to get the next version.
The effort is the same in politics, to shape the public perception of
a policy or politician. In South Korea, the NIS ran an operation of
political astroturfing to help conservative candidates in 2011
National Assembly bi-elections and the 2012 National Assembly
elections, as well as an effort to ensure that then-South Korean
President Lee Myung-bak was succeeded by a conservative
candidate in the 2012 presidential elections.
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A government investigation into the activities of the NIS in 2012
indicates that it had over 1,000 Twitter accounts, but an outside
analysis of those accounts suggests that only around 120 accounts
were responsible for 132,154 tweets actively engaged in trying to
shape public opinion in the election. The remainder of the
accounts most likely were focused on shaping opinion on policy
issues such as North Korea. Among those engaged in the campaign,
the accounts seem to have been divided to conduct three separate
tasks – spread relevant news articles, amplify messages from
sympathetic accounts or other NIS accounts, and to attack nonconservatives.
However, the NIS wasn’t the only domestic source of social media
manipulation that has come to light from the 2012 elections. In
2013, it became public that the Ministry of National Defense’s
cyberwarfare command had posted 15,000 messages that violated
political neutrality, including 2,100 that attacked Park Geun-hye’s
opponents. For a period, the cyberwarfare command also ran a
news agency, Point News.
The Ministry of National Defense’s internal intelligence agency also
operated its own social media operation, which saw 470 members
of the Defense Security Command create accounts under the
identities of relatives to smear liberal politicians.
Government agencies were not alone in their efforts. There is also
evidence to suggest that the Saenuri Party and the Minjoo Party
were also using automated systems to shape public opinion on
social media, if on a lesser scale that the NIS.
The most recent attempt at political astroturfing in South Korea is
the Druking scandal, named for the pseudonym of the political
blogger Kim Dong-won, who oversaw a team of bloggers that
sought to manipulate public opinion.
In the 2017 presidential campaign, Druking used a macro program
and a team of bloggers to generate online comments and amplify
the likes of comments favorable to then-candidate Moon Jae-in on
the dominant Korean web portal Naver.
However, Druking seems to have turned on the Moon
administration when his request for a colleague to receive a
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government job was rebuffed. He then began working to promote
comments against Moon’s decision to have a joint women’s hockey
team with North Korea during the 2018 PyeongChang Winter
Olympics. In the case of the inter-Korean hockey team, Druking
was found to have used at least 614 portal IDs.
Complicating the scandal for Moon’s Minjoo Party, South
Gyeongsang Governor Kim Kyoung-soo, a close confidant of
President Moon, was convicted for his role in coordinating the
2017 effort. Druking was also convicted of manipulating public
opinion on social media, though investigators have found no link
to Moon in the scandal.
The use of Naver was particularly important in the Druking
scandal as 65 percent of Koreans get their news online from Naver,
according to a Reuters Institute-Oxford University poll.
However, the NIS and Druking scandals aren’t the only efforts to
try to manipulate public opinion in South Korea through social
media. In 2011, North Korea began taking a subtle approach.
Knowing that new profiles with little history on South Korean
social media might be suspicious, the North Koreans used stolen
South Korean identities to front their efforts. Also, rather than
using North Korean propaganda that would easily be spotted, the
North focused its 41,373 posts over a two-year period on areas of
debate in South Korea, such as whether there should be access to
North Korean websites.
While the reported efforts at manipulation declined during the
2017 presidential election, the social media scandals may be taking
a toll. According to the Reuters-Oxford poll, only 25 percent of
South Koreans trust media overall and only 19 percent trust social
media. Sixty percent of South Koreans also have concerns about
poor journalism and fake news, and more than 70 percent believe
that the government, media, and internet platforms should do
more to separate real content from fake content.
Naver has taken steps to ban the automated software that aided
Druking in manipulating comments on its site, while the Korean
Communications Commission and other government agencies are
working to make the use of fake accounts illegal. However, there

Received by NSD/FARA Registration Unit 03/07/2019 2:50:29 PM

https://magazine.thediplomat.com/#/issues/-LZIeZ4VbGS5IOz-0Zlr/read

4/5

3/7/2019

Indonesia’s Democratic Discontent

Received by NSD/FARA Registration Unit 03/07/2019 2:50:29 PM

are concerns that calls to push fake news offline could be used as a
tool to censor legitimate speech.
It’s unclear what impact these efforts will have. A study of cyberrumors on national security issues in South Korea found that
government surveillance of false information on the internet
tended to result in an increase in trust of cyber-rumors, at least on
national security issues. This creates a dilemma for policy makers.
There is a need to address the spread of false information on social
media, but at the same time those efforts might make false
information more believable.
Despite government efforts, we shouldn’t expect astroturfing in
South Korea to disappear anytime soon. In 2012’s presidential
election, Park Geun-hye defeated Moon Jae-in by around 2.5
percentage points. In tight elections, there will be a strong
incentive to try to sway political opinion as a few percentage points
could shift the result. Until that incentive is removed from the
system, expect different parties to continue to try to manipulate
public opinion through social media in South Korea.

The Author
Troy Stangarone is currently a Posco Visiting Fellow at the East-West Center. He is on
leave from the Korea Economic Institute where he is the Senior Director for
Congressional Affairs and Trade.
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Who’s Right About the New US-South Korea Joint Military Exercise?
Making sense of the new Dong Maeng drills.
By Kyle Ferrier
March 08, 2019

The new military exercise between South Korea and the United States sparked polarized responses among commentators and
experts in each country. Reactions have largely fallen into two opposing camps: That it either undermines the alliance or is
worthwhile to demonstrate a commitment to talks with North Korea. But there is still too much we don’t know to make a
definitive judgment just yet. What can be gleaned in the few days since the drills were announced, however, is that there are
reasons to be both concerned and optimistic for the future of the alliance.
The new “Dong Maeng” (Korean for alliance) exercise is the successor to the recently terminated Key Resolve and Foal Eagle
exercises, which were held each spring. Acting U.S. Defense Secretary Patrick Shanahan and South Korean Minister of
National Defense Jeong Kyeong-doo agreed to end the larger drills in favor of the smaller-scale Dong Maeng exercise this past
weekend.
Both sides expressed that this was done in close consultation with one another and emphasized “these exercises are crucial in
sustaining and strengthening the alliance.” They also acknowledged that the decision to scale down exercises was to “support
diplomatic efforts to achieve the complete denuclearization of the Korean Peninsula in a final, fully, and verified manner.”
Modified spring drills in support of diplomacy were originally announced by then-U.S. Defense Secretary Jim Mattis in
November last year. Jeong said he and Mattis would reach a decision on what this would entail by December 1. There was no
public announcement that such an agreement was made until this past weekend, though modified exercises to support
diplomacy with North Korea were alluded to in U.S. Forces Korea commander General Robert Abrams’ testimony to Congress
last month.
In South Korea, opposition and support for the new exercise are largely split along party lines.
The editorial boards of the center-right JoongAng Ilbo and right-leaning Chosun Ilbo newspapers were in staunch opposition.
JoongAng Ilbo asserted the move “will surely lead to a reduction of the U.S. Forces Korea, which will certainly weaken the
combat capability of the Combined Forces Command.” They also questioned whether Jeong was hurriedly forced to agree to
stop the drills. Chosun Ilbo called Seoul and Washington’s claim that they will still maintain readiness “absurd” and criticized
U.S. President Donald Trump’s continued obsession with the cost of joint exercises. Both painted a dire picture for South
Koreans and ultimately laid the blame at the feet of progressive South Korean President Moon Jae-in.
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The editorial board of Hankyoreh, South Korea’s most prominent left-leaning newspaper, however, welcomed the new

arrangement with open arms. They called it a “clear signal” that U.S. efforts to advance diplomacy with North Korea will
continue despite the lack of a deal between Trump and Kim in Hanoi. They additionally hope that Moon will play a key role in
helping Washington and Pyongyang reach an agreement.
In the United States, the dividing lines are much less clear.
More conservative experts have been critical of Dong Maeng and the Republican president. Thomas Spoehr at the Heritage
Foundation has called ending Foal Eagle a “wrong move” that could undermine preparedness for a conflict with North Korea.
Robert Manning at the Atlantic Council similarly argues “it really erodes the [U.S.-South Korea] alliance” and is a concession
to Pyongyang. Both view the decision as a continuation of Trump’s thinking that large military exercises are too expensive.
Trump backed up these claims on Sunday and again on Monday after some speculation that the cancellation of exercises were
brought up in Hanoi as they were during the first summit in Singapore.
Left-leaning Korea watchers tended to be more supportive of the Hanoi summit than Democratic politicians, but there seems
to be less of a consensus on what the military shifts mean than there is among liberals in South Korea. Experts who served in
the Obama administration offered their initial takes on Twitter. Frank Aum at the U.S. Institute of Peace viewed the news as a
positive sign, echoing South Korean progressives and General Abrams in saying “exercise suspension is prudent risk if it
advances diplomacy.” The Wilson Center’s Abe Denmark mirrored concerns from conservatives, stating, “Why negotiate with
the United States when it makes concessions for free? Major implications for readiness and, over time, presence.” Van
Jackson, author of On the Brink: Trump, Kim, and the Threat of Nuclear War, demurred from commenting on whether the
termination of exercises was good or bad, driving home that it was a “Trump bias, cost-obsession move.”
Former high-ranking military officials from the both the United States and South Korea have also contributed to the
discussion, but are also divided. In January, recently retired U.S. Brigadier Army General and former commander of U.S.
Forces Korea Vincent Brooks admitted that the suspension of exercises does downgrade readiness, but argued that the risk is
worth taking if it advances diplomacy. Former South Korean Army Lieutenant General Chun In-bum further argued that the
new training configuration will not degrade military preparedness, calling on North Korea to respond in kind to the U.S.-South
Korea commitment to the peace process. On the other end of the argument, however, there are those such as retired U.S. Navy
Vice Admiral Robert Murrett, who is still concerned about the implications for the shared capabilities of the two militaries.
There are still too many unanswered questions for us to know which camp is closer to being right at this point. Some answers
we may know soon – such as if North Korea is serious about making more headway in nuclear and peace talks – and some
we’ll hopefully never know – as the truest measure for gauging conflict readiness is hindsight after a war breaks out. However,
looking at how the events surrounding the exercises unfolded and parsing through expert responses presents a few key
takeaways.
On the relatively positive side for the alliance, unlike Trump’s unilateral cancellation of joint-exercises in Singapore in 2018,
the modification of exercises this spring seem to have been closely coordinated between the Pentagon and the Korean Ministry
of National Defense – contrary to the concerns expressed by the Chosun Ilbo. Rather than an additional concession made to
Kim during talks in Hanoi, there is certainly enough to suggest, including the president’s own comments, that the smaller scale
exercise is a continuation of the alliance trajectory since the Singapore summit. The timing of the exercise announcement and
the end of the Hanoi summit could have been a coincidence or planned, but either way it is not an unexpected concession,
unlike what happened in Singapore. Additionally, while there is a rift in views on the tradeoff in preparedness and diplomacy,
it should still at least be somewhat reassuring that former U.S. and South Korean generals have lent their support to modified
exercises to support negotiations, despite not being the primary reason behind the move.
The biggest concern shared by commentators on both sides is that Trump’s obsession with the cost of security continues to be
a major driving factor for the United States on the Korean Peninsula. While the reduced scope of joint training is arguably
facilitating negotiations with North Korea, the decision seems to be have been made only in as much as it furthered Trump’s
narrow, cost-focused perspective. There is always a chance that Trump’s cost-centered demands could align less with
diplomatic and security considerations than they have so far, resulting in alliance tensions and possible strategic missteps.
What’s most important now is how Seoul and Washington move forward. If the alliance continues to leverage military
operations for diplomatic momentum, it will need to be vigilant of limitations and threats as well as ready to make any
necessary adjustments. How well both countries are able to do this in support of diplomacy will help determine whether the
supporters or detractors of the exercise modifications are right.
Kyle Ferrier is the Director of Academic Affairs and Research at the Korea Economic Institute of America (KEI) and a
contributor to The Diplomat’s Koreas blog.
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