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Before the
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Washington, D.C. 20554

In the Matter of )
)

Protecting Against National Security threats to ) El Docket No. 21-232 
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Equipment Authorization Program ^
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Competitive Bidding Program /

COMMENTS OF
THE CONSUMER TECHNOLOGY ASSOCIATION 

The Consumer Technology Association (“CTA”) hereby comments on the Notice of 

Proposed Rulemaking and Notice of Inquiry in the above referenced dockets.* 1 CTA and its 

members share the goals of the Federal Communications Commission ("Commission” or 

“FCC”) to enhance device security and protect America’s technology supply chain, and propose 

several ways the FCC can support those goals while safeguarding the pace of innovation. 

However, several of the proposals to revise the equipment authorization process would have 

unintended consequences for American consumers, technology manufacturers oi'all sizes, and 

the broader economy. CTA encourages the Commission to fully consider the effects of proposed 

modifications to the existing equipment authorization regime, and avoid actions that would 

increase costs, undermine innovation, or harm consumers.

1 Protecting Against National Security Threats to the Communications Supply Chain 
through the Equipment Authorization Program, Notice of Proposed Rulemaking and Notice of 
Inquiry, FCC 21-73, ET Docket No. 21-232 (June 17, 2021) fNPINN and “NOF).
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I. INTRODUCTION AND SUMMARY

CTA represents thousands of members that make up the $422 billion U.S. consumer 

technology industry.2 CTA’s members have an interest in protecting the security of the nation’s 

information and communications technologies (“ICT”) supply chain and ensuring a predictable 

regulatory environment for electronic equipment that is subject to FCC oversight. CTA and its 

members have been proactive in efforts to address security. CTA has championed industry and 

government collaboration on technical standards and supply chain security and it has worked to 

improve product security and foster market incentives for more secure Internet of Things (“IoT”) 

products. Initiatives include developing risk-based industry guidance, contributing in 

government-sponsored fora on security topics, and establishing and participating in private sector 

certification programs. These efforts have had meaningful impacts on product development and 

deployment in both the consumer and enterprise segments, to the benefit of all product users.

CTA is committed to device security and urges the FCC to fully consider the practical 

and legal issues implicated by broad changes to the general equipment authorization process. In 

determining the path forward, the Commission must consider the full implications of the actions 

contemplated in the NPRM and NOI, paying particular attention to how the proposals could 

impact—or harm—the overall efficiency of the equipment authorization process and impede 

innovation.

Several of Commission’s proposals in the NPRM, while directed at reducing legitimate 

security threats from certain known bad actors, could have widespread and deleterious

As North America’s largest technology trade association, CTA® is the tech sector. Our 
members are the world’s leading innovators—from startups to global brands—helping support 
more than 18 million American jobs. CTA owns and produces CES®—the most influential tech 
event on the planet.

2
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consequences for the technology industry as a whole. Certain of these proposals would create 

tremendous implementation and compliance challenges: disrupting the FCC’s existing 

equipment authorization processes, slowing or deterring innovation, and potentially making it 

more difficult for enterprises and consumers to obtain and use the devices they rely on. The FCC 

should scrutinize any potential changes to the equipment authorization process and consider 

closely its implications on the complex global supply chain as well as economic, policy, and 

legal impacts.

With respect to the NOI, the Commission should not add cybersecurity requirements to 

the equipment authorization process. As a general matter, government mandates about device 

cybersecurity are misplaced, as explained in CTA’s recent White Paper,3 because industry-driven 

solutions are addressing security and adapting to the pace of innovation in a way that 

government cannot. The FCC is simply not positioned to regulate device cybersecurity; it does 

not have statutory authority or institutional capacity to identify, oversee, and enforce evolving 

security expectations for all hardware and software in electronic-electrical products that are 

capable of emitting radio frequency (“RF”) energy. Adding cybersecurity requirements to an 

already complex regulatory regime would create significant new challenges. Any FCC role 

almost certainly would duplicate, or even interfere with, other ongoing IoT activities of several 

other federal government agencies and the existing enforcement role of the Federal Trade 

Commission (“FTC”)- Rather than taking a regulatory approach to IoT device cybersecurity, the 

FCC should look to complement the work of the National Institute of Standards and Technology

CTA, Smart Policy to Secure Our Smart Future How to Promote a Secure Internet of 
Things for Consumers at 6 (Mar. 2021) available at:
https://www.cta.tech/Resources/Newsroom/Media-Releases/2021/March/IOT-Device-Security- 
White-Paper-Release (“White Paper”).

3
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(“NIST”) and other agencies that have experience and expertise in facilitating industry-driven, 

voluntary, and flexible approaches to cybersecurity. The Commission should not and need not 

add cybersecurity requirements to its equipment authorization process when industry-developed 

approaches are continuing to make great strides in innovating and improving device security.

II. CTA AND ITS MEMBERS ARE SAFEGUARDING THE ICT SUPPLY CHAIN
AND PROMOTING CYBERSECURITY IN THE DEVICE ECOSYSTEM.

CTA and its members develop and deploy products that meet end user demand for new 

and innovative features and services, including in the 5G marketplace, while addressing 

important security concerns. As companies develop technologies for the global marketplace, 

there is critical need to address security threats without stifling U.S. leadership, innovation, and 

competitiveness.

The Technology Sector is Leading Device Security Innovation. CTA has been 

bringing together industry and policy stakeholders to do the hard work of consensus-building 

about security in the IoT ecosystem. For example, CTA helped to lead the work of the Council 

to Secure the Digital Economy in developing its C2 Consensus on IoT Device Security Baseline 

Capabilities,4 which represents a consensus of 20 of the biggest associations and standards 

bodies in the United States, including CTA, BSA-the Software Alliance, the Industrial Internet 

Consortium, the Association of Home Appliance Manufacturers, UL, the Alliance for 

Telecommunications Industry Solutions, and others.5 Developed with hundreds of contributors, 

the C2 Consensus sets out baseline expectations for device capabilities and lifecycle 

management and “provides important insights about securing devices and information in ways

4 Council to Secure the Digital Economy, C2 Consensus on IoT Device Security Baseline 
Capabilities (2019) (see also 2021 Supplement) available here: https://csde.org/proiects/c2- 
consensus/ (“C2 Consensus”).

5 See id. at Acknowledgement.
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that earn consumer trust and deliver the full benefits of anytime/anywhere connectivity.”6 This 

year, CTA published a white paper, Smart Policy to Secure Our Smart Future Flow to Promote a 

Secure Internet of Things for Consumers, that discusses how to promote secure connected 

devices and suggests policy recommendations that would promote innovation and protect 

consumers.7 The FCC asks about this paper in the NOI and CTA is pleased to help inform 

regulatory strategy for IoT.

The Technology Industry Partners with Federal Agencies on IoT and ICT Security.

CTA has been a strong partner with NIST in its leading IoT security work. CTA worked with 

NIST to map the C2 Consensus-derived CTA-2088 standard and NIST’s own IoT device 

cybersecurity capability core baseline—NISTIR 8259A.8 CTA has worked with NIST on its IoT 

Device Cybersecurity Capability Core Baseline, NISTIR 8259A,9 and the recently published IoT 

Non-Technical Supporting Capability Core Baseline, NISTIR 8259B.10 CTA joined a diverse 

group of leading technology experts on the FCC’s 2015 Technological Advisory Council, which 

examined cybersecurity challenges posed by the IoT,11 and has been represented on the FCC’s 

Communications Security, Reliability, and Interoperability Council (“CSRIC”). CTA’s Vice

6 White Paper at 6.

7 Id.

NIST, NISTIR 8259A: IoT Device Cybersecurity Capability Core Baseline (May 2020), 
https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8259A.pdf (“NISTIR 8259A”). CTA also 
supports NIST workshops, see, e.g., Workshop on Cyber security Risks in Consumer Home IoT 
Products, NIST (Oct. 22, 2020), https://www.nist.gov/news-events/events/2020/10/workshop- 
cybersecurity-risks-consumer-home-iot-products (including CTA’s Vice President of 
Technology and Standards as a panelist).

9 NISTIR 8259A.

10 NIST, NISTIR 8259B: IoT Non-Technical Supporting Capability Core Baseline (August 
2021), https://csrc.nist.gov/publications/detail/nistir/8259b/fmal (“NISTIR 8259B”).

11 FCC, Technological Advisory Council (“TAC”) - 2015, 
https://www.fee.gov/oet/tac/2015 (updated Jan. 11, 2016).
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President for Technology and Standards recently was appointed to CSRIC VIII12 and looks 

forward to helping advise the Commission on 5G and security issues.

CTA contributes to ICTS supply chain security work across the federal government, 

including the ICT Supply Chain Task Force at the Department of Homeland Security (“DHS”), 

which is the United States’ “preeminent public-private supply chain risk management 

partnership.. .entrusted with the critical mission of identifying and developing consensus 

strategies that enhance ICT supply chain security.”13 CTA works with the Commerce 

Department to address national security in the ICT sector, among other activities.

In addition to the foregoing work,14 numerous government initiatives address security in 

the technology supply chain, such as:

• The Commerce Department’s interim final rule on ICTS transactions and proceeding on 
securing supply chains for critical sectors of the ICT industrial base;15

• President Biden’s Cybersecurity Executive Order tasking agencies with identifying 
methods to modernize its national security defenses;16

12 See FCC Announces the Membership And First Meeting Of The Communications 
Security, Reliability, And Interoperability Council VIII (Sept. 14, 2021) available at 
https://docs.fcc.gov/public/attachments/da-21-l 150al.pdf.

13 See DHS CIS A, ICT Supply Chain Risk Management Task Force, available at: 
https://www.cisa.gov/ict-scrm-task-force.

14 See, e.g., FCC, Protecting Against National Security Threats to the Communications 
Supply Chain Through FCC Programs, available at: https://www.fcc.gov/supplvchain.

15 Commerce Department, Interim Final Rule, Securing the Information and 
Communications Technology and Services Supply Chain (Jan. 19, 2021) available at: 
https://www.federahregister.gov/docurnents/2021/01/19/2021-01234/securing-the-information- 
and-communications-technology-and-services-supply-chain; Commerce Department, Bureau of 
Industry and Security, Notice of Request for Public Comments on Risks in the Information 
Communications Technology Supply Chain, Docket No. 210910-0181.

16 The White House, Exec. Order No. 14028, Improving the Nation's Cybersecurity, 86 Fed. 
Reg. 26,633 (May 12, 2021) available at:
https://www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations- 
cybersecurity (“Cyber EO”).

6
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• DHS’s ongoing engagement and activity with industry on multiple levels, including the 
Information Technology Sector Coordinating Council and Communications Sector 
Coordinating Council; as well as multiple DHS initiatives to provide expert guidance and 
technical assistance in the face of supply chain attacks;17

• The National Telecommunications and Information Administration’s (“NTIA”) software 
bill of materials multi-stakeholder process18 and efforts under the Cyber EO;19

• Numerous NIST initiatives and guidance;20 and

• Export controls and related regimes that exclude bad actors from US markets.21

As CTA has repeatedly noted, “the United States and other Western nations are in a 

global tech race with China - an international supplier of technology and tech components. Our 

government should enhance U.S. competitiveness, with the Department of Commerce leading 

such efforts.”22 The Commission should heed these considerations in determining next steps 

here.

17 See, e.g. DHS, The ICT Supply Chain Risk Management (SCRM) Task Force, available 
at: https://www.cisa.gov/ict-scrm-task-force.

18 NTIA, Software Bill of Materials, available at: https://www.ntia.gov/SBOM.

19 Allan Friedman, NTIA Released Minimum Elements for a Software Bill of Material, 
NTIA Blog (July 12, 2021), https://www.ntia.doc.gov/blog/2021/ntia-releases-minimum- 
elements-software-bill-materials.

20 See, e.g., NIST, Improving the Nation's Cyber security: NIST’s Responsibilities under the 
Executive Order, available at: https://www.nist.gov/itl/executive-order-improving-nations- 
cybersecurity; Cyber Supply Chain Risk Management (C-SCRM), NIST Project Overview, 
https://csrc.nist.gov/projects/cyber-supply-chain-risk-management.

21 See Commerce Department, Bureau of Industry and Security, Final Rule, Addition of 
Entities to the Entity List, 84 Fed. Reg. 22961 (May 16, 2019), available at: 
https://www.federalregister.gov/documents/2019/05/21/2019-10616/addition-of-entities-to-the- 
entity-list.

Gary Shapiro, Securing the ICTS Supply Chain While Keeping Businesses Globally 
Competitive, MORNING CONSULT (Jun. 11, 2021) available at:
https://morningconsult.com/opinions/securing-the-icts-supply-chain-while-keeping-businesses-
globally-competitive/.

7
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The Communications Supply Chain is Complex, Making Regulatory Mandates a 

Poor Fit. The communications supply chain raises unique challenges due to the dynamic and 

global technological landscape, including but not limited to the vast IoT ecosystem. As NIST 

correctly states, “[m]any IoT devices are the result of the convergence of cloud computing, 

mobile computing, embedded systems, big data, low-price hardware, and other technological 

advances.”2j A modem connected device may have thousands of integrated components sourced 

from numerous vendors. Promoting vendor diversity and access to these inputs, while ensuring 

supply chain integrity and device security, is critical to innovation. This is all the more complex 

as the Administration and Congress pursue geopolitical trade and technology policies to ensure 

continued American competitiveness, innovation, and security.

CTA has cautioned policymakers about unintended consequences from hastily-designed 

or overbroad government actions taken to address concerns about certain Chinese companies and 

other foreign adversaries.23 24 As CTA’s Chief Executive Officer Gary Shapiro has explained, 

“CTA and its members support the premise of such efforts - to enhance the security of the ICTS 

supply chain. But there are good reasons to believe [that layering on more regulations dispersed 

across the U.S. government] will cut off U.S. innovation at the knees, hamstringing our 

international competitiveness without making us any safer.”25

23 NIST, NISTIR 8228 Considerations for Managing Internet of Things (IoT) f Privacy 
Risks at iv (Jun. 2019) available at: https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8228.pdf.

24 See, e.g. Section 889 of the John S. McCain National Defense Authorization Act Fiscal 
Year 2019; Defense Federal Acquisition Regulation Supplement, Final Rule, Covered Defense 
Telecommunications Equipment or Services, 86 Fed. Reg. 3832 (Jan. 15, 2021) (DFARS Case 
2018-D022); Executive Order 13873 on Securing the Information and Communications 
Technology and Services Supply Chain, 84 Fed. Reg. 22689 (May 15, 2019).

: Gary Shapiro, Securing the ICTS Supply Chain While Keeping Businesses Globally
Competitive, MORNING CONSUFT (Jun. 11, 2021) available at
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III. THE FCC SHOULD ENSURE THAT ANY CHANGES TO THE EQUIPMENT
AUTHORIZATION REGIME ARE NARROWLY TARGETED AND DO NOT
UNNECESSARILY BURDEN APPLICANTS AND OTHERS THAT RELY ON
THE FCC’S RULES.

The FCC’s existing equipment authorization process has enabled the United States to be 

a leader in technological innovation. The process is broad and complex, addressing almost all 

electronic-electrical products marketed and sold in the United States. As described below, many 

of the changes to the equipment authorization process proposed in the NPRM would disrupt the 

smooth functioning of this vital system. The FCC should prioritize a well-functioning equipment 

authorization process, coordinate with other U.S. government work, and avoid unintended 

consequences for U.S. technology companies and the economy.

A. Some NPRM Proposals Could Disrupt the Effectiveness of the Existing
Equipment Authorization Regime.

The FCC’s equipment authorization process is a vital bedrock for technology innovation 

in the United States. Innovators of all sizes rely on this process to lawfully import, sell, market, 

and ship radio frequency devices. Product design and supply chain decisions depend on 

confidence that devices developed with solid engineering and manufacturing practices will be 

able to be sold in the U.S. market. Without authorization, products are blocked from the vital 

U.S. technology market—which in 2021 will reach $461 billion in retail sales revenue.26

The FCC has in recent years streamlined this process to make it more friendly to 

innovators and more efficient by reducing burdens and hastening review. For example, in June, 

at the request of CTA members, the FCC modernized its marketing and importation rules to

https://momingconsult.com/opinions/securing-the-icts-supplv-chain-while-keeping-businesses-
globallv-competitive/.

CTA, Press Release, U.S. Tech Industry Revenue to Jump 4.3% in 2021 After Record 
Year in 2020, Says CTA, https://www.cta.tech/Resources/Newsroom/Media- 
Releases/2021/Januarv/U-S-Tech-Industry-Revenue-to-Jump-4-3-in-2021-Afte (Jan. 11,2021).
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allow RF equipment manufacturers to better gauge consumer interest and prepare for new 

product launches.2'

The existing equipment authorization process is commensurate with the Commission's 

capabilities and expertise. The FC’C’s equipment authorization regime has historically focused 

on spectrum allocation and RF technical compliance.* 28 The Commission’s the Office of 

Engineering and Technology (“OFT”) professionals and the Telecommunications Certification 

Bodies (“TCBs”) staff are experts at evaluating RF issues. But the proposals in the .NPRM would 

expand the equipment authorization process beyond its traditional role, placing additional and 

novel security responsibilities on OFT and TCBs, both at the review stage and an ongoing 

basis.29 While the NPRA4 's proposed rule appears narrowly focused on a few covered entities, 

the proposals appear likely to expand OFT and TCB oversight of national security considerations 

with respect to all applicants for certification (while also funneling more equipment than ever 

before through the certification process).

CTA has serious concerns about whether the FCC has the capacity to handle these 

additional responsibilities. The NPRA4 does not address whether FCC budget and staffing would 

be increased to support broad new equipment review processes and responsibilities. Rut an 

increase in staffing may be difficult to achieve. At her Senate confirmation hearing in 2010,

Allowing Earlier Equipment Marketing and Importation Opportunities, Report & Order, 
FCC 21-72. FT Docket No. 20-382 (June 17. 2021).

28 See FCC. Engineering & Technology, httpsf www.fcc.gov/engineering-technology (last 
visited Sept. 3. 2021); NPK\4 at n. 65 (recognizing that “the equipment authorization rules 
’’promote efficient use of the radio spectrum and carry out various responsibilities associated 
with certain treaties and international regulations") citing 47 CFR § 2.901.

29 See, e.g. NPRM at ^ 50 (involving TCBs in post-grant reviews and analysis of 
information brought by "interested parties” that the grant should be set aside); 24 (increasing 
scope of TCB post-market surveillance).

10
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Acting Chairwoman Rosenworcel lamented the low number of engineers at the FCC.30 Little has 

changed in the past decade. In 2020, the Acting Chairwoman flagged for Congress that “OET 

staffing has steadily declined since 2014,31 and the 2022 budget does not anticipate an increase in 

staff from 2021.32 Without significant increases in staff and training, additional security-related 

responsibilities on OET may tax resources and substantially slow the equipment review process. 

This could result in companies facing delays in getting equipment to market, abandoning new 

products due to the unlikelihood of timely authorization, or shifting innovations to other 

markets—significant consequences impacting U.S. users and the economy that should be 

avoided.

B. The NPRM’s Changes Are Broader Than Necessary to Address the National 
Security Issues Identified by The Commission.

The Commission’s intention in this proceeding is straightforward and laudable: 

eliminating the presence of untrustworthy equipment produced by Covered List33 companies 

from the nation’s networks. But in trying to close a loophole for “covered” equipment in the

0 U.S. Senate, Hearing Before the Committee on Commerce, Science, and Transportation, 
Nominations of Jessica Rosenworcel and Ajit Pai to the FCC (Nov. 30, 2021) available at 
https://www.govinfo.gov/content/pkg/CHRG-112shrg75046/html/CHRG-112shrg75046.htm 
(“[0]ver the past several decades there has been a significant depletion of engineer staff at the 
Commission ... It puts great pressure on those who are employed as engineers at the agency, 
because, as the National Research Council suggests, we are entering an era in which technical 
issues are likely to come up with greater frequency.”).

31 U.S. Senate, Hearing Before the Subcommittee on Financial Services and General 
Government, Review of the FY2021 Budget Request for the FCC (Mar. 10, 2020), Statement of 
Jessica Rosenworcel, available at
https://www.appropriations.senate.gov/imo/media/doc/03.10.20%20—
%20Rosenworcel%20Testimonv.pdf.

32 See FCC, 2022 Budget Estimates to Congress, May 2021, at 13
https://docs.fcc.gov/public/attachments/DOC-372853ALpdf (indicating 74 full time staff in OET 
for fiscal years 2021 and 2022).

FCC, List of Equipment and Services Covered by Section 2 of the Secure Networks Act, 
https://www.fcc.gov/supplvchain/coveredlist (Mar. 12, 2021) (“Covered List”).
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U.S. market, the FCC does not simply bar these companies from seeking FCC authorizations; the 

proposals overhaul the equipment authorization process and impose burdens on all applicants.

The NPRM’s proposals would significantly broaden the categories of equipment that 

must complete a rigorous equipment certification process—a change that would burden “good 

actor" companies with no guarantee of a national security benefit. The Commission (i) proposes 

that equipment “produced or provided, in whole or part, by" Covered List entities would be 

prohibited from utilizing the Supplier's Declaration of Conformity (“SDoC") process and (ii) 

seeks comment on whether such equipment regardless of its use or function would no longer 

be exempt from the FCC's equipment authorization process.34 The result would be to require 

equipment by any manufacturer whose products contain even innocuous components 

manufactured by Covered List entities to go through the more burdensome certification process 

regardless of whether the components in those particular configurations could pose any national 

security risk.

The NPKK4 and recent FCC activity indicate that the Commission would take a broad 

view of the types of component equipment produced by Covered List companies that would 

trigger removal from the SDoC or exemption processes and be required to complete certification. 

CTA members produce all manner of products and components and are keenly interested in 

retaining flexibility to innovate. The NPRM’s proposals can be read as applying to all types of 

equipment, not just that equipment central to communications networks or capable of security 

impacts. The FCC recently adopted an expansive definition of “communications equipment" in 

its rip and replace regime, stating that “all communications equipment and services produced or

NPRA4 at «[[<[ 59. 76.

12
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provided by Huawei and ZTE are included on the Covered List."3'' If that approach is 

incorporated in the instant proceeding, equipment containing any component manufactured by 

Covered List entities—no matter how minor or removed from core communications networks— 

could be subject to the more rigorous certification process instead of the previously-avai lahl e 

SDOC process or being exempt from certification.

Tire NPRM’s proposals would also subject all manufacturers—not just the Covered List 

entities—to significant compliance burdens. For example, the NPRAPs proposed changes to the 

equipment certification application procedures would impose new due diligence and 

recordkeeping obligations on all applicants.'’6 The Commission should reconsider its approach to 

ensure any changes are focused on the most pressing issue identified: receipt of authorizations by 

Covered List companies.

The Commission also can promote secure equipment by supporting communication about 

risks associated with use of certain equipment. In the Secure Networks Act, Congress directed 

NT1A to create the Communications Supply Chain Risk Information Partnership, a program to 

share supply chain security risk information with trusted communications providers and 

suppliers. Likewise, the DHS Cybersecurity and Infrastructure Security Agency (“CTSA”) issues 

security and vulnerability alerts. The FCC can work with NT!A, DHS, NIST and others on 

educational efforts w ith manufacturers about risks associated with equipment from Covered List 

companies and otherwise. These approaches can help promote the outcome the Commission 

seeks w ithout overhauling the equipment authorization process. 35 36

35 Protecting Against National Security Threats to the Communications Supply Chain 
Through FCC Programs, Third Report & Order, FCC 21-86, 20 (rel. July 14, 2021) (“Third 
Report & Order").

36 NPRM <[[ 47.
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IV. SEVERAL NPRM PROPOSALS WOULD CREATE UNDUE COMPLEXITIES
AND HARMFUL UNINTENDED CONSEQUENCES.

In its effort to prevent Covered List companies from obtaining equipment authorizations, 

the FCC risks unintentionally creating challenges for technology companies of all kinds. The 

Commission can refine its proposals to minimize burdens on other, “good actor” companies.

A. The Commission Should Abandon its Proposal to Revoke Authorizations,
Which Would Strip Devices from the Hands of Consumers and Disrupt Tech 
Supply Chains.

One of the most concerning aspects of the NPRM is its question about whether the FCC 

should “revoke any existing equipment authorizations of such ‘covered’ equipment.”37 Given 

the apparent breadth of equipment affected, the disruptive effect of such a move is hard to 

overstate. Revocation promises to create potentially massive inconvenience and cost to 

consumers and impose vast expense on manufacturers and others to source and install 

replacement equipment. The Commission does not address the myriad practical and legal 

challenges raised by revocation, which are likely insurmountable. The Commission should 

abandon this proposal.

Revocation as described in the NPRM could be disastrous for consumers. Americans rely 

on millions of devices, for business needs, educational and medical purposes, transportation, and 

staying connected, among myriad other uses, that were authorized for marketing and sale under 

the FCC’s existing rules. Enterprises and municipalities of all sizes and attributes have also 

embraced RF technologies to increase efficiency and provide services from utilities to 

streetlights that have become integrated into our daily lives. If revocation was pursued, at the 

snap of a finger all these devices could become contraband. The Commission should not lightly

NPRM]| 82.
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make moves that would cause consumer and end user confusion, or deprive them of the ability to 

lawfully use equipment they already purchased and use.

As currently proposed, revocation would have effects across all industries and types of 

end users. Revocation would impact devices, like smartphones, manufactured by Covered List 

companies and sold by them or through various distribution channels, as well as diverse 

electronic products that may include a component part, like a transistor or wiring, sourced from a 

Covered List company but manufactured and sold by entirely different companies. Revocation 

would not just punish Covered List entities, but also end users that have done nothing wrong.

The effects of revocation could build, from a snowball to an avalanche, for the 

technology industry. Revocation could require not only replacement of existing devices, but in 

many cases the reengineering of existing systems. Medical devices and vehicles, for example, 

may have minor components sourced from companies on the Covered List, and identifying cost- 

effective replacements could delay the development and delivery cycle, potentially causing 

shortages or increases in prices.

To move forward on revoking authorizations, the Commission would have to identify the 

reach of its proposal and address difficulties in implementing such an abrupt change to settled 

expectations and reliance interests. For example, would there be a transition period for 

implementing the rules? Would revocation apply to devices that only have a component 

manufactured by a Covered List entity? If so, would it apply to devices with any component or 

only some set of high-risk components? Would equipment already in use be grandfathered?

Who would be responsible for replacement costs? More consideration is also needed regarding 

how this proposal would interplay (or perhaps interfere) with the FC'C’s actions in the “rip and 

replace” proceeding. For example, if a Covered Entity has authorizations revoked, network
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operators may have to immediately disable equipment’s use, creating complexities in the 

administration of “rip and replace” funding disbursement.

Fundamentally, the disruptions that would attend revocation are unwarranted and likely 

unjustifiable, particularly in light of the “rip and replace” program which is already promoting 

the removal of the most problematic equipment from a network and national security 

perspective. If the Commission wants to move forward on revocation, it faces significant legal 

and practical hurdles and at a minimum would have to propose, justify, and seek comment on a 

plan for implementation that grapples with impacts on consumers and innocent manufacturers.

B. Changes to Certification Attestations Would Impose Compliance Burdens on 
All Applicants.

Several of the Commission’s proposed changes to the equipment certification process 

would result in significant compliance burdens for all applicants. For example, the FCC’s 

proposed Rule 2.911 would require applicants for equipment certification to make an attestation 

that the equipment “including component part[s]” is not “covered equipment.”38 While this may 

sound easy, it could prove burdensome in practice given the uncertainties about product origins 

given the complex global supply chain. In addition, applicants may lack the knowledge to 

confidently make attestations, likely under penalty of perjury, related to thus-far-undefmed 

“component parts.” As a result, applicants may be dissuaded from developing new products that 

would need certification.

The difficulty identifying the source of component parts would be magnified by the fluid 

nature of the Covered Equipment List. Although the current iteration of the Covered Equipment 

List specifies “telecommunications” and “video surveillance” gear,39 the FCC’s recent Third

38 NPRM*\ 47; App’x A.

39 Covered List.
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Report & Order would appear to expand the breadth of “covered” equipment to reach all types of 

equipment produced by Covered List entities.40 Additionally, the Covered List may be updated 

at any time to include any type of component, such as processor, memory chips, or the like. 

Without a simple mechanism to verify what components are even on the Covered List at any 

given time (or insight into what will be added in the future), companies of all sizes may face 

significant burdens to develop the requisite checks in supply chains to accurately complete the 

attestation.

C. Requiring a Parts List in Certification Applications Would be Burdensome 
and Unnecessary.

The FCC proposes to require applicants to supply a “parts list” noting the manufacturer 

of each part of a device when submitting an equipment certification application.41 The benefits 

of requiring such a detailed parts list are likely minimal and would be swamped by the 

prospective burdens on applicants in the certification process. First, connected devices may have 

thousands of integrated components, making it difficult to inventory the origin of each part. This 

task would be magnified if software, including open source software, is considered a component. 

Second, a parts list would reach beyond any real national security threat. Minor components and 

those unrelated to network functioning are unlikely to present significant national security 

threats, so it makes little sense to require manufacturers to document all parts to the agency.

Finally, approval of a parts list could impact lifecycle management and supply chain 

flexibility by limiting manufacturers’ ability to change parts post-certification without FCC 

approval. The FCC’s current Permissive Change Policy lets manufacturers make certain changes

40 Third Report & Order at ]} 20 (stating that “all communications equipment and services 
produced or provided by Huawei and ZTE are included on the Covered List.”).

41 NPRM'h 48.
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to the parts in previously authorized devices without first obtaining FCC approval.42 If a parts 

list submitted by a manufacturer is incorporated into the authorization, manufacturers would 

seem to require a new certification every time a single part is modified, a significant unintended 

consequence. To the extent a parts list is required, the FCC must design a workable way to 

permit changes to authorized equipment without requiring new submissions and approvals each 

time a component is switched out.

D. Inviting Post-Grant Submission of Security Questions About Approved 
Equipment Would Be Difficult to Administer and Ripe for Abuse.

The FCC asks if it should invite public comment on certifications previously granted by

TCBs 43 It should not. This proposal threatens to create operational complexities and

unintended consequences. In support of this proposal, the NPRM suggests that parties could

“help inform the Commission as to whether particular equipment inadvertently received a grant

by the TCB and is in fact (or might be) ‘covered’ equipment such that the grant should be set

aside.”44 In practice, however, this process would be ripe for abuse, inviting unfounded and

speculative use of comments to suggest recission of grants for competitive, not security,

purposes. The NPRM does not contemplate safeguards against such abuse.

It is unclear from the NPRM how the FCC would administer post-grant submissions. The

FCC would need protocols to assess and verify submitted information and make final

adjudications. It is difficult to fathom what role TCBs, which are equipped to assess RF

concerns, but not legal and national security arguments, would have in this process. Given the

42 FCC, OET, Permissive Change Policy, (Oct. 16, 2015)
https://apps.fcc.gov/kdb/GetAttachment.html?id=N0FeGuIZalHwpzYoaFJpiA%3D%3D&desc= 
178919%20D01 %20Permissive%20Change%20Policy%20v06&tracking number=33013.

43 NPRM}| 50.

44 Id.
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lack of a compelling need for post-grant submissions and the significant burdens they would 

create for applicants and the Commission, the Commission should not adopt this proposal.

E. Changes to the SDoC Rules May Introduce Inefficiency for Many Companies 
Beyond Those on the Covered List.

Today, the SDoC option for equipment authorization is a valuable and useful method for 

manufacturers of unintentional radiators (and certain intentional radiators) to quickly bring the 

equipment to market and avoid burdens of the certification regime. The FCC’s proposal would 

foreclose the use of this process not only by Covered List entities, but also by non-Covered List 

entities whose devices include a component that was originally produced or provided by a 

Covered List entity.45 This would be true regardless of the size, function, or national security 

risk of the component produced by a Covered List entity. If this proposal is adopted, 

manufacturers who are not Covered List entities would need to complete the more burdensome 

and time-consuming certification process with greater frequency—costing time and resources, 

and potentially deterring innovation.

In contrast to the burdens this change would impose, its benefits are uncertain. Just 

because a component was originally sourced from a Covered List entity does not mean it is a 

threat to security. If the Commission wants to have a more stringent process to review devices 

manufactured by non-Covered List entities that include components from a Covered List entity, 

it should revise the proposal to target those components that would impose a national security 

risk and avoid unnecessarily restricting the beneficial SDoC process.

F. Changes to the Rules for Devices Previously Exempt from Equipment 
Authorization Would Flood OET and the TCBs.

NPRM, App’x A, Proposed Rule 2.906. See also NPRM}j 59.
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Changes to the equipment authorization regime for devices currently exempt from 

demonstrating compliance through certification or SDoC would he disruptive and impose 

substantial burdens on manufacturers well beyond the entities on the Covered List.46 Under the 

existing rules, devices are exempted from equipment authorization if they fall into certain 

categories.4 The Commission should not adopt its proposal to remove this exemption and 

require that any equipment, regardless of claim of exemption, that is. in whole or in part, 

produced or provided by an entity that has produced or provided “covered” equipment be 

processed pursuant to the FCC's certification rules.48

Requiring thousands, if not millions, of previously exempt devices to go through a 

certification process merely due to the presence of some component manufactured by a Covered 

List entity threatens to create a logjam in the equipment authorization process overloading FCC 

stall and delaying processing times for myriad applications. The resulting delay in approvals 

would slow innovation at the expense of consumers, manufacturers, and the U.S. economy. The 

Commission w'ould need a w ell-developed plan to handle the influx in certification requests.

Even if the FCC could accommodate this approach, it is unclear that it is necessary. The 

component(s) manufactured by a Covered List entity may not have any connection to 

telecommunications or any impact on national security. Where the risk posed by a component is 

non-existing or low, the Commission cannot justify subjecting non-Covcrcd List entity 

manufacturers of devices to the expense or delay that accompany the affirmative certification 

requirement.

46 NPRM IHj 72-78.

4/ See 47 C.F.R. § 15.103. Examples of equipment covered by this exemption include 
digital devices used in appliances, specialized medical devices, and non-digital joysticks.

48 NPMd TCj 75-76.
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Changing the exempt status of some equipment would also overstep the Commission’s 

charter for RF emissions and safety. The Commission notes that removing this exemption could 

apply for “any device, regardless of rule part under which it operates... [and] regardless of RF 

emissions characteristics, to nonetheless pose an unacceptable risk to U.S. networks or users.”49 

The Commission should proceed cautiously before introducing new criteria into the equipment 

authorization regime.

Finally, the methods that the FCC proposes for tracking otherwise exempt devices that 

are “covered” equipment or are produced or provided by an entity on the Covered List would 

have significant unintended consequences. The NPRM suggests that the Commission could 

establish a registration system for devices or require attestations at the time of marketing and 

import.50 These tracking methods could impose burdens on compliant companies manufacturing 

simple devices such as light switches or power tools that may have a component—no matter how 

small or unrelated to telecommunications or security—sourced from a Covered List entity. At 

the same time, “bad actors” could he, omit, or fail to comply with the regime. The Commission 

should rethink these proposals and refine any proposed rule changes to better target Covered List 

entities.

G. The Agency Must Evaluate and Justify the Costs of Changes to its Rules.

The NPRM affords little discussion to the costs and benefits of the proposed changes and 

deliberately does not undertake a “conventional cost-benefit analysis.”51 This is a mistake. A 

cost-benefit analysis would improve the quality of decision making, in part by helping the

NPRM'U 76.

NPRM ^11. 

NRPMy^ 70-71.
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agency quantify effects on industry, apart from Covered List companies, in complying with 

changes to the equipment authorization regime.

The FCC asserts that it need not engage in a cost-benefit analysis because it is relying on 

the determination of other expert agencies in deciding to prohibit authorization of “covered” 

equipment and “ha[s] no discretion to ignore these determinations.”52 But the Fifth Circuit 

recently confirmed that the FCC has a limited role to play in national security, as informed by 

national security judgments of other agencies and within the bounds of the Administrative 

Procedure Act.53 The FCC should analyze the costs and benefits of this proposal.

More input to the record is needed about how the actions proposed would affect 

consumers and enterprise users of connected devices in the United States, including in the form 

of higher prices for electronics or replacement cost for devices newly unauthorized due to 

revocation. Failing to consider and assess whether the proposed changes would have the desired 

outcome or whether they would have tremendous costs is inconsistent with legal requirements 

and the FCC’s own policies.

H. The FCC Should Ensure Any Changes Do Not Stifle Research, Development, 
and Testing.

The NPRM’s proposals may limit important research and testing. The FCC should 

expressly exempt from any prohibition the continued importation and use of equipment produced 

by entities on the Covered List for research, development, and testing purposes. The importation 

of such equipment for these limited purposes will further innovation without posing any great 

risk to national security as it will be confined to specific environments and monitored, rather than

5~ Huawei Techs. USA, Inc. v. FCC, No. 19-60896, 2021 WL 2493660 (5th Cir. June 18, 
2021).
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in the hands of end users. The Commission should permit this narrow category of uses of 

“covered” equipment to enter the U.S.

V. THE NPRM AND NOI PROPOSALS MAY AFFECT GLOBAL TRADE IN
CONSUMER ELECTRONICS AND EMERGING TECHNOLOGY.

CTA’s members support robust international trade in consumer electronics. Consumers 

around the world benefit from reductions in barriers to the free flow of goods and services, and 

the United States should be looking to maximize opportunities for export and sale of U.S. 

technologies abroad. The Commission should consider how changes to the equipment 

authorization regime would impact relationships and policies with global trade partners before 

moving forward in this proceeding. There is significant global market opportunity in the RF 

device space,54 and adding broad new requirements to the FCC equipment authorization process 

risks stifling trade and harming the American economy.

The Commission must consider how changes to the existing equipment authorization 

regime may impact the mutual recognition agreements (“MRAs”) that expedite trade in 

telecommunications equipment. Under MRAs, participating countries mutually recognize the 

competence of each other’s testing laboratories and certification bodies and mutually accept 

conformity assessment results (test reports and certification). This expedites the approval 

process, speeds time to market, and decreases regulatory compliance costs to manufacturers.

4 The global radiofrequency-based devices market is projected to reach $ 11.22 billion by 
2030. While North America currently holds the largest market share for RF devices, the Asia- 
Pacific and Latin America regions are projected to grow at a faster rate in the next ten years 
Global Radiofrequency-Based Devices Market Report 2020-2030, PRNewsire (Apr. 14, 2021), 
available at: https://www.prnewswire.com/news-releases/global-radiofrequencv-based-devices- 
market-report-2020-2030-focus-on-generators-electrodes-applicators-probes-cannulas-needles-  
others-301268786.html.
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The Commission should evaluate how changes to the FCC’s equipment authorization rules could 

impact existing MRAs, potentially causing attendant uncertainties and delays for global trade.

Reliable and consistent conformity assessments are crucial for businesses, of all sizes, 

seeking to engage in foreign markets. Manufacturers can serve global markets and have the 

benefits of “test[ing] and certifying] products one time to the requirements of multiple markets,” 

increasing efficiency, decreasing time to market, and “allowing for rapid reinvestment in 

research and development for next-generation technologies.”55 The Commission should be 

cognizant of the impact that major shifts in the equipment authorization rules could have on 

global trade practices and proceed with caution.

Finally, the FCC should weigh the chance of retaliatory actions by trade partners. Such 

considerations may depend on other agencies’ expertise but should be considered as part of any 

major changes to U.S. technology regulation. Changes to the FCC’s equipment authorization 

process related to “covered” equipment could result in retaliatory actions from China, as 

happened last year when the Commerce Department added a licensing requirement that 

effectively stopped chip sales to Huawei.56 “The reaction from China was swift,” with planned 

countermeasures against U.S companies, including investigations and restrictions on U.S

;' A Guide for Conformity Assessment Bodies to the APEC TEL Mutual Recognition 
Arrangement, Asia-Pacific Economic Cooperation, https://www.apec.org/Groups/SOM-Steering- 
Committee-on-Economic-and-Technical-Cooperation/Working-Groups/Telecommunications- 
and-Information/APEC TEL-MRA.aspx.

" David Shepardson et. al, U.S. moves to cut Huawei off from global chip supplies as China 
eyes retaliation, Reuters, available at: https://www.reuters.com/article/us-usa-huawei-tech- 
exclusive/u-s-moves-to-cut-huawei-off-from-global-chip-suppliers-as-china-eves-retaliation- 
idUSKBN22RlKC.
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companies.57 The impact was felt outside of that industry, as China threatened to suspend

purchases of Boeing airplanes.58 The Commission should account for similar possibilities here.

VI. CYBERSECURITY REQUIREMENTS FOR DEVICE AUTHORIZATION AS 
SUGGESTED IN THE NOI WOULD TAKE IOT POLICY IN THE WRONG 
DIRECTION.

The Commission should not add cybersecurity requirements to the equipment 

authorization regime as contemplated in the NOI. The FCC suggests using the equipment 

authorization regime to promote adoption of cybersecurity practices, such as by requiring 

applicant certifications regarding adherence to the NIST IoT Report.59 CTA maintains its 

position, explained in its White Paper, that cybersecurity mandates, including certification and 

labeling requirements, are misguided. New regulations that mandate the use of certain standards 

or that require certifications about security practices are likely to require the creation of an 

enormous bureaucracy to oversee and enforce, and they promise to have significant unintended 

consequences. Fundamentally, the Commission is not well-positioned to embark on a new 

regulatory mission to oversee the cybersecurity of billions of connected devices. CTA opposes 

any new regulatory mandates on device cybersecurity and urges the Commission to support 

innovation by fostering industry-driven best practices for connected devices and continuing to 

streamline and modernize its equipment marketing rules, as CTA suggested in its White Paper 

and other FCC proceedings.60 The Commission can support security for connected devices and 

end users by working with other agencies and by engaging entities like the FCC’s CSRIC, the

57 Id.

58 Id.

59 NPRM\ 102.

60 See White Paper; Comments of CTA, ET Docket No. 20-382, RM-11857 (filed Feb. 11, 
2021) (discussing modifications to the FCC’s marketing rules that would help provide rapid 
access to new technologies).
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current iteration of which is co-chaired by CISA, to inform a risk-based approach to device and 

network security.

A. The Commission Should Not Pursue a Regulatory Approach to Device 
Cybersecurity Through the Equipment Authorization Regime.

First, industry has strong market incentives to drive increased security in connected 

devices, making a regulatory mandate unnecessary. Security matters, and stakeholders across 

industry and through public-private partnerships have been fostering the security of connected 

devices. For example, CTA’s Retailer Council, a working group of major U.S. retailers, is 

driving the development of tools and materials to enable better communications about IoT device 

security requirements between suppliers and consumers.61 As discussed above, industry came 

together in 2019 to develop the landmark C2 Consensus, which provides a usable common 

baseline of security capabilities for connected device manufacturers. Industry has certification 

programs,62 voluntary guidance and best practices,63 and international standards64 for assistance

61 See CTA, Retailer Council, https://www.cta.tech/Membership/Member-Groups/Retailer- 
Council.

62 Certification programs for IoT include the Internet of Things (ioXt) Certification 
Program, https://www.ioxtalliance.org/get-ioxt-certified and the UL Cybersecurity Assurance 
Program, https://www.ul.eom/sites/g/files/qbfpbp251/files/2019-05/UL CAP-Overview-Info.pdf 
among others. Manufacturers can also take advantage of Eurofms testing of consumer IoT 
devices for compliance with the European Telecommunications Standards Institute (ETSI) 
standard 303 645. Eurofms, Cyber Security, Compliance, https://www.eurofins- 
cvbersecuritv.com/compliance/.

See, e.g. the FTC’s “Careful Connections” guide, “a series of steps for [companies] to 
consider if [they are] designing and marketing products that will be connected to the Internet of 
Things.” FTC, Careful Connections: Keeping the Internet of Things Secure, available at: 
https://www.ftc.gov/tips-advice/business-center/guidance/careful-connections-keeping-intemet- 
things-secure.

64 International Standards, including ISO/IEC (JTC 1, SC27) WD 27402.2, an IoT device 
security baseline standard currently under development. ISO, ISO/IEC CD 27402.2, 
Cybersecurity — IoT security and privacy — Device baseline requirements, available at: 
https://www.iso.org/standard/80136.html (“ISO/IEC 27402”). NIST has been contributing to the
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bolstering the cybersecurity of connected devices. The CTA White Paper describes of the 

multitude of resources available for manufacturers, network operators, and enterprises about 

device security.65

Private sector conformity assessment programs have been emerging without government 

mandates. Manufacturers can obtain a cybersecurity product certification from multiple 

organizations, which tie their program requirements to NISTIR 8259A and other important 

standards including the European EN 303 645 and the UK Code of Practice, thus enhancing 

opportunities for trade.66 Risk-based approaches to security should not be supplemented or 

superseded by an FCC mandate.

Second, a regulatory approach to IoT security could lead, perhaps counterintuitively, to 

less secure devices. Static cybersecurity requirements will be unable match the diverse and 

evolving set of applications and contexts in which connected devices are being deployed. The 

regulatory process, compared to the fast and dynamic nature of technology, cannot keep pace 

with a rapidly changing threat environment. Former FCC Chairman Wheeler acknowledged this 

inherent difficulty in regulating cybersecurity, noting: “I firmly believe that we are not as smart, 

or as fast, or as innovative as the Internet. The pace of innovation on the Internet is much, much 

faster than the pace of a notice-and-comment rulemaking.. . We cannot hope to keep up if we 

adopt a prescriptive regulatory approach.”67 Mandatory requirements could also shift developer

development of the standard, based on its leadership in developing NISTIR 8259, via the U.S. 
National Body participation in JTC 1.

65 See White Paper at 6-7.

See, e.g., Euro fins IoT device testing for conformity with EN 303 645 standard, UL 
Cybersecurity Assurance Program, Intertek Cyber Security Certification, CTIA IoT 
Cybersecurity Certification Program.

1 Remarks of FCC Chairman Tom Wheeler, American Enterprise Institute, June 12, 2014, 
available at https://docs.fcc.gov/public/attachments/DOC-327591Al.pdf.
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mindsets from innovation to compliance. While adversaries advance and innovate their tactics 

and techniques, developers may design products to comply with outdated or inapt 

requirements—a “check the box” compliance approach will not promote innovation in security. 

Mandatory requirements may also lessen security insofar as they promote some degree of 

homogenization of security approaches and corresponding weaknesses, increasing systemic risk.

Third, relying on static regulation can foster a one-size-fits-all approach or oversimplified 

categories of connected devices. This threatens to stifle IoT security innovation and impede 

gains to the economy associated with rapid innovation and diversity in technologies, as 

manufacturers try to fit products into regulatory categories so that they can identify mandates.

The FCC acknowledges this challenge under its existing rules: “The more difficult issue.... is 

how to categorize an individual RF device (or multiple components or devices within an end 

product) to determine the specific FCC rule part(s) that apply, and the specific equipment 

authorization procedure or procedures that need to be used for FCC compliance purposes.”68 

The Commission should not layer complicated cybersecurity requirements and classifications on 

top of this already complex system.

Fourth, regulating cybersecurity through pre-market approval requirements is likely to 

drive up device costs for consumers and enterprises by raising compliance costs for 

manufacturers, without any guarantee of real improvements to the devices’ security posture.

TCB review is already costly and it seems likely those fees would increase to account for broader 

reviews occasioned by a new mission. According to the FCC, product testing for equipment 

certification can “vary from $500 for a very simple device to $50,000 for a complex device. 

Based on the review of past applications the Commission estimates that on average

FCC, Equipment Authorization - RF Device, https://www.fcc.gov/oet/ea/rfdevice.
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[measurement test firms] will charge $2,000 per certification application for testing for 

compliance related to information collection for certification.”69 The FCC further acknowledged 

that it is “more complex devices that predominate the current environment.”70 Higher TCB fees 

could mean delays in end user adoption of beneficial and efficiency-producing technologies.

Fifth, a regulatory approach to device cybersecurity via the equipment authorization 

regime would place new and overwhelming burdens on the FCC, which lacks substantial 

relevant experience or expertise with cybersecurity.71 As noted in Section III, additional 

responsibilities and areas of oversight to OET could disrupt the functioning of the current 

equipment authorization process and introduce delay that postpones innovation. Further, while 

many current TCBs have test labs capable of conducting cybersecurity evaluations, more work 

and resources would need to be dedicated to build out a robust TCB program to address cyber 

considerations.

Sixth, relying on equipment authorization to address cybersecurity may neglect other 

aspects of security and inadvertently stymie the critical consumer-education component of 

mitigating cybersecurity risk. Consumers are vital to the secure use of connected devices; they 

need to understand cyber risk, practice good cyber hygiene, and install necessary updates to

9 FCC, Supporting Statement for Information Collection, Application for Equipment 
Authorization, FCC Form 731, OMB 3060-0057 (Dec. 18, 2018) https://omb.report/icr/201811- 
3060-025/doc/88381001 .docx.

70 Id.

71 See NOI (proposing that staff review applications for cybersecurity compliance). OET’s 
historic mission has focused on spectrum allocation and RF technical compliance. See 
Engineering & Technology, FCC, https://www.fcc.gov/engineering-technology (last visited Sep. 
7,2021).
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devices among other things.72 Cybersecurity cannot be achieved by focusing on only one piece 

of the puzzle—as the NOI appears to do. Its device-centric approach to regulation may create a 

false sense of security on the part of consumers, who may interpret FCC approval, a label, or 

other statement about a device’s security as a warranty or other assurance and then be 

complacent about their role in managing the device, changing passwords, accepting updates, and 

the like. A comprehensive approach to IoT security should include robust public awareness 

campaigns, which may prove more effective than federal mandates.

B. The Commission Should Consider Retailers’ Role in IoT Security as 
Complementary and Informational.

The NOI asks how to promote cybersecurity of connected devices, including what role 

retailers could play. CTA agrees that retailers are an important part of the device ecosystem, but 

the Commission should not look to retailers—online or otherwise—to police its equipment 

authorization regime or implement new cybersecurity requirements.73 Retailers face a complex 

set of equipment-related marketing obligations under existing FCC rules, which they are 

committed to managing through sophisticated tools such as screening algorithms and consumer 

and supplier education.

Retailers’ management of the sale of electronics could become unwieldy or unworkable if 

the FCC were to require retailers to limit the sale of equipment that does not have certain 

cybersecurity attributes. When it comes to labeling or customer-facing certifications, retailer-

The White Paper suggests that public awareness campaigns “should double down to 
educate consumers on issues such as how to limit risks associated with unsecured connected 
devices (e.g., by changing default passwords, using password-protecting home Wi-Fi networks 
and employing virtual private networks).” White Paper at 14.

73 See NOI K 103.
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based requirements may create complexity and may confuse rather than inform consumers.74 

Retailers can be a useful partner to the FCC in offering an array of cybersecurity advice to 

consumers, including tips on how to manage their online security and directing consumers to 

helpful resources, but retailers should not bear obligations to police compliance with new 

cybersecurity obligations.

VII. FCC REGULATION OF DEVICE SECURITY MAY CONFLICT WITH OR
DUPLICATE WORK UNDERWAY ACROSS THE GOVERNMENT.

The key issue identified by the FCC in the NOI—spurring trustworthy innovation for 

more secure equipment75—is critically important, which is why President Biden tasked certain 

agencies in the federal government to partner with the private sector to address this issue. At the 

same time, agencies with deep cybersecurity experience are investigating and acting on ways to 

improve our nation’s cybersecurity. The Commission should refrain from regulating 

cybersecurity of devices through its equipment authorization regime. Instead, the Commission 

should continue its meaningful contributions to cybersecurity in venues, like the CSRIC, and in 

support for global standards.

A. FCC Work on Cybersecurity Should Support NIST Guidance and Related 
Industry Efforts.

Use of certifications and labels carries risk related to consumer perceptions and possible 
confusion. Consumer labeling can be fraught with complexity, as is evident from the FTC’s 
extensive study of “green” claims used to inform the Green Guides, see FTC, Proposed 
Revisions to Guides for the Use of Environmental Marketing Claims, 75 FR 63551 (Oct. 15, 
2010). Certifications and labels would be even more challenging in the IoT/security context. 
Certification and labeling programs also can lead to allegations of exclusionary or 
anticompetitive conduct. See, e.g. DOJ, Justice Department Issues Business Review Letter to the 
GSMA Related to Innovative eSIMs Standard for Mobile Devices, (Nov. 27, 2019) 
https://www.iustice.gov/opa/pr/iustice-department-issues-business-review-letter-gsma-related- 
innovative-esims-standard; see also Am. Soc ’y of Mech. Eng’rs v. Hydrolevel Corp., 456 U.S. 
556, 571 (1982) (describing risks that a “standard-setting organization” can face with regard to 
“anticompetitive activity” in the development of codes and standards).

75 NOI at If 98.
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NIST is promoting voluntary, flexible, and risk-based approaches to IoT security. NIST, 

a non-regulatory agency, takes seriously its mission to “promote U.S. innovation and industrial 

competitiveness” by bringing together industry and government to develop cybersecurity 

standards, guidelines, best practices and resources.76 Through its multi-stakeholder work with 

industry, NIST is capably taking the lead on IoT security in a way that enables cybersecurity best 

practices and innovation to evolve.

The FCC should not do anything that risks disrupting emerging public-private approaches 

to IoT security, many of which are being built on the foundation of NIST’s guidance on 

cybersecurity for IoT device manufacturers, NISTIR 8259.77 NISTIR 8259 was the result of 

multi-stakeholder collaboration and recognized that adoption of cybersecurity capabilities should 

be voluntary and vary across different organizations’ operating contexts and risk environments. 

NISTIR 8259’s companion document, NISTIR 8259A, provides a voluntary and flexible 

“baseline of capabilities that manufacturers may employ to enhance device cybersecurity, 

depending upon context.” 8 NISTIR 8259 has established foundational definitional consensus on 

key terms such as the appropriate scope of an “IoT Device.” NISTIR 8259A has been 

operationalized through several means, including the sector-specific C2 Consensus, emergence 

of technical standards like ANSI/CTA-2088,79 international standardization efforts in

NIST, NIST General Information, (Feb. 1, 2021) https://www.nist.gov/director/pao/nist- 
general-information.

71 NIST, NISTIR 8259, Foundational Cybersecurity Activities for IoT Device 
Manufacturers, (May 2020), https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8259.pdf

See generally NISTIR 8259A. In addition, NISTIR 8259B discusses a manufacturers’ 
non-technical supporting capability core baseline to support common cybersecurity controls.

In November 2020, CTA and NIST cooperated on mapping the guidance in NISTIR 
8259A to the requirements in ANSI/CTA-2088.

32

Received by NSD/FARA Registration Unit 10/04/2021 4:28:53 PM



Received by NSD/FARA Registration Unit 10/04/2021 4:28:53 PM

development,80 and through third party conformity assessment and labeling programs.81 The 

NIST Framework for Improving Critical Infrastructure Cybersecurity has also been a valuable 

resource for industry in promoting workable and effective cybersecurity solutions.82 For the 

Commission to move independently on IoT cybersecurity, or to expect NIST to support a new 

initiative that is distinct from broad multi-stakeholder efforts that are now bearing fruit, risks 

interfering with or undermining these efforts.

Additionally, encouraging use of NISTIR 8259 through the FCC’s equipment 

authorization process is problematic, particularly if it becomes a prescriptive requirement or 

baseline for mandatory certification.83 That NIST document was specifically designed not to be 

regulatory and was not tailored to the types of devices covered by the FCC’s equipment 

authorization process. It would be inappropriate to simply roll this guidance into the FCC 

equipment authorization regime without appropriate nuance or flexibility.

B. IoT Activity Under the Cyber EO—Including Exploring a Voluntary 
Consumer IoT Labeling Pilot Program—Is Underway.

The wide-ranging Cyber EO, issued in May 2021, directs NIST—with the FTC—to 

explore a voluntary pilot program for consumer IoT cybersecurity labeling, including

80 See, e.g., ISO/IEC 27402.

81 Such third-party assessment and labeling programs include UL’s IoT Security Rating, 
based on the UL MC 1376 security framework, Eurofms IoT device testing and the Secure 
Connected Device Logo, and Intertek’s Cyber Assured Program.

NIST, Framework for Improving Critical Infrastructure Cybersecurity: Version 1.1 (Apr. 
16, 2018), https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf

83 See NOI^ 102.
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cybersecurity criteria.84 Other agencies and sub-agencies of the federal government are given 

various mandates in the Executive Order. These efforts are well underway.85

While the Cyber EO gives NIST discretion to work with agencies beyond the FTC as it 

deems appropriate,86 the FCC was neither explicitly mentioned nor given a role in implementing 

the Cyber EO, including with respect to the Consumer IoT Labeling Pilot Program. Similarly, 

the FCC was not given a role under last year’s federal IoT Cybersecurity Improvement Act,87 

indicating that Congress views other agencies as better situated to address this issue. As NIST, 

NTIA, DHS and others execute tasks assigned to them under the Cyber EO, and continue earlier 

work consistent with the EO’s directives, the Commission should seek a “fast follower” role to 

support and promote the outcomes of processes from these other expert agencies, rather than 

attempting to solve the problem independently.

In the NOI, the FCC recognizes the Cyber EO’s IoT Consumer Labeling Pilot Program, 

and it “seek[s] comment on whether the Commission can support these efforts, either directly or 

indirectly [and] [i]f so, how[.]”88 To the extent the FCC participates in NIST’s efforts to stand 

up this pilot program, it should promote voluntary and flexible practices that are industry-driven. 

At a recent workshop on the cybersecurity labeling initiative, NIST representatives reiterated that

84 Cyber EO, Sec. 4(s)-(w).

See, e.g. NIST, Draft White Paper regarding Baseline Security Criteria for Consumer IoT 
Devices, (Aug. 31 2021)
https://www.nist.gov/svstem/files/documents/2021/08/31/IoT%20White%20Paper%20- 
%20Final%202021-08-31 .pdf; NIST, Workshop on Cybersecurity Labeling Programs for 
Consumers: Internet of Things (IoT) Devices and Software, (updated Sept. 15, 2021) 
https://www.nist.gov/news-events/events/2021/09/workshop-cvbersecurity-labeling-programs- 
consumers-intemet-things-iot.

86 Cyber EO, Sec. 4(s)-(t).

81 Internet of Things Cybersecurity Improvement Act of 2020, Pub. L 116-207 (2020).

88 JVO/U05.
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the agency intends to rely heavily on stakeholder engagement and feedback, and does not intend 

to establish its own labeling program. This deregulatory approach is sound. Support of public- 

private partnerships and development of industry-based practices is the best way for the 

Commission to promote device security.

C. IoT Security Is Being Addressed by Other Agencies.

The Commission should refrain from regulating cybersecurity because other federal 

agencies are pursuing initiatives to further their missions and address security in particular 

verticals or segments. The FCC is aware of many of these efforts because it participates in some 

interagency working groups looking at IoT security. For example:

• The federal government is implementing the IoT Cybersecurity Improvement Act of 
2020, a bipartisan effort to identify and require minimum security standards for IoT 
devices for federal procurement. NIST is tasked with publishing standards and guidelines 
on federal use of IoT devices, and the Office of Management and Budget is directed to 
review government policies to ensure they are in line with NIST guidance.

• Earlier this year, the National Highway Traffic Safety Administration (“NHTSA”) sought 
comment on its draft Cybersecurity Best Practices for the Safety of Modem Vehicles, an 
update of a 2016 version of best practices.89

• The Food and Drug Administration has issued guidance to industry about the 
cybersecurity of medical devices.90

• The FTC offers cybersecurity guidance for IoT devices,91 and has examined the security 
of connected devices in multiple enforcement actions, providing expectations for 
manufacturers.

NHTSA, Cybersecurity Best Practices for the Safety of Modem Vehicles, Notice, 86 Fed. 
Reg. 2481 (Jan. 12, 2021).

90 See FDA, Cybersecurity, https://www.fda.gov/medical-devices/digital-health-center- 
excellence/cvbersecuritv (Aug. 16, 2021).

91 See, e.g. FTC, Careful Connections: Keeping the Internet of Things Secure, available at: 
https://www.ftc.gov/tips-advice/business-center/guidance/careful-connections-keeping-intemet- 
things-secure.
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• DHS has addressed the security of multiple types of connected devices, such as drones,92 
while also addressing IoT security more generally in its Strategic Principles for Securing 
the Internet of Things and Internet of Things Security Acquisition Guidance.93

• The Consumer Product Safety Commission has explored its role on IoT safety and has 
been working with NIST’s National Cybersecurity Center of Excellence to understand 
aspects of IoT security and safety in a manner consistent with its mission.94

Proposals in the NOI are likely to duplicate or overlap with these initiatives. For

example, a manufacturer of a connected vehicle component may need to navigate use of

NHTSA’s vehicle cybersecurity best practices as well as any new obligations imposed by the

Commission on component parts and devices over which it asserts jurisdiction. Layering on

additional or different cybersecurity expectations could complicate the process of bringing new

and innovative technologies to market and drive up compliance costs. The Commission should

not create a new regulatory regime that may complicate or interfere with other agency efforts

looking at IoT security in a risk-based manner, targeted at particular segments and use cases.

VIII. THE COMMISSION LACKS AUTHORITY TO TAKE SOME OF THE 
ACTIONS PROPOSED IN THE NPRM AND NOI.

The NPRM and the NOI propose expansions of the FCC’s device authorization regime. 

There are significant questions about whether the Commission has the existing authority to 

fundamentally reshape its equipment authorization process in either of the manners

9“ See DHS, CISA, Unmanned Aircraft Systems (UAS) - Critical Infrastructure, 
https://www.cisa.gov/uas-critical-infrastructure.

93 DHS, Strategic Principles for Securing the Internet of Things, (2016) 
https://www.dhs.gov/sites/default/files/publications/Strategic Principles for Securing the Inter 
net of Things-2016-1115-FINAL....pdf; CISA, Internet of Things Security Acquisition 
Guidance,
https://www.cisa.gov/sites/default/files/publications/20 0204 cisa sed internet of things acqui 
sition guidance final 508 l.pdfi

94 See Consumer Product Safety Commission, Status Report on the Internet of Things (IoT) 
and Consumer Product Safety (Sept. 25, 2019) https://www.cpsc.gov/s3fs-public/Status-Report- 
to-the-Commission-on-the-Internet-of-Things-and-Consumer-Product-Safety.pdf
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contemplated. The FCC’s equipment authorization regime to date has focused on specific issues 

as directed by Congress: RF emissions, spectrum use, and accessibility. The FCC should 

proceed cautiously in considering whether to expand the scope of this regime.

A. The NPRM’s Broad Assertions of Authority Are Not Supported by 
Congressional Direction or Precedent.

As the NPRM observes, the FCC’s subject matter authority over equipment authorization 

is grounded in Sections 302 and 303 of the Communications Act.95 For more than 80 years, the 

FCC’s equipment authorization inquiry has primarily been on narrow technical matters, such as 

limiting RF interference between devices and ensuring network compatibility. The NPRM 

acknowledges that where the Commission has pursued other goals through equipment 

authorization, such as hearing aid compatibility or under the Anti-Drug Abuse Act, it has done so 

pursuant to specific statutory authorization.96

Notably, as the NPRM acknowledges, no such statutory direction exists in this context.97 

The NPRM concedes that expanding the scope of the equipment authorization inquiry “is not 

specifically authorized by the Secure Networks Act itself, pursuant to which the Commission 

adopted the Covered List.”98 Thus, while the Secure Networks Act directs the Commission to 

establish a Covered List and to ensure that the entities on that list do not receive federal funding, 

it says nothing about using the Commission’s equipment authorization power in pursuit of 

similar statutory objectives. Contrary to the FCC’s tentative conclusion in the NPRM, the silence 

of the Secured Networks Act calls into question the FCC’s ability to act as proposed.

95 Communications Act of 1934, as amended, 47 U.S.C. §§ 302; 303 (the “Act”).

96 NPRM'H 65.

97 Id.

98 Id.
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When Congress wants an agency to regulate in new areas and manners, it generally 

directs it to do so clearly. This is even more true when the actions would directly impact other 

agencies’ work on the same issues and companies, as well as international trade policy. For an 

example, one need look no farther than the Secure Networks Act itself, which precisely 

prescribes the actions that the Commission is to take in response to the threat that Congress 

identified arising from the named Chinese companies. “Congress.. .does not alter the 

fundamental details of a regulatory scheme in vague terms or ancillary provisions—it does not, 

one might say, hide elephants in mouseholes.”99 The failure to instruct the FCC to revamp its 

equipment authorization regime—or even reference this as a potential remedy, in a statute that 

prescribes a detailed set of actions that the agency should take—strongly suggests that Congress 

has not empowered the FCC to act in this way.

The Commission moves past these concerns and tentatively concludes that it has the 

power to adopt the changes to the equipment authorization regime proposed in the NPRM despite 

the lack of express authorization because it has “broad authority to adopt rules, not inconsistent 

with the Communications Act, ‘as may be necessary in the execution of its functions,”’ and its 

proposed actions are necessary, it posits, “in order to ensure that the Commission’s rules under 

the Secure Networks Act effectively preclude use of equipment on the Covered List by 

[Universal Service Fund] recipients as contemplated by Congress.”100 The Commission’s 

authority is not unlimited. In the recent Huawei v. FCC decision, the Fifth Circuit explicitly 

rejected the argument that the FCC has authority to pursue the public interest in any manner not

Whitman v. American Trucking Association, 531 U.S. 457, 468 (2001).

100 NPRM h 6 5.
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specifically prohibited by the Communications Act.101 And while the Fifth Circuit went on to 

uphold the agency’s rule in Huawei, that decision does not support the agency’s action here. 

Unlike the Universal Service Fund supply chain rule upheld in the Fifth Circuit, which involved 

the federal program targeted by the Secure Networks Act, the actions proposed in the NPRM 

involve wholesale changes to an entirely different federal statutory regime. The Commission 

cannot bootstrap authority to manage one identified program into authorization to rewrite a 

completely different statutory power. Indeed, the fact that Congress is currently considering a 

bill to provide precisely this authority provides further confirmation that such authority was not 

part of the Secure Networks Act.102

The NPRM offers alternatives to the Secure Networks Act as grounds for jurisdiction,103 

but each raises serious questions. The NPRM first points to Section 302 of the Act, which grants 

the Commission power to “make reasonable regulations (1) governing the interference potential 

of devices” and “(2) establish[] minimum performance standards for home electronic equipment 

and systems to reduce their susceptibility to interference from radio frequency energy.”104 The 

plain text of the statute limits the Commission’s consideration to “interference potential” from 

“radio frequency energy,” and does not give the agency free rein to consider broad security 

concerns beyond this technical inquiry.

Section 303(e) is similarly limited. While it grants the FCC power to regulate the “kind 

of apparatus to be used with respect to its external effects,” this power must be understood in

101 Huawei Techs. USA, Inc. v. FCC, 2 F.4th 421, 436 (5th Cir. 2021). While CTA does not 
fully endorse the analysis in the Huawei decision, even under that analysis the FCC lacks 
authority here.

102 Secure Equipment Act of 2021, S.1790, 117th Cong., (2021).

103 Id. at ff 65-67.

104 47 U.S.C. §302a.
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light both of what comes next in the text (“the purity and sharpness of the emissions from each 

station and from the apparatus therein”105) and the location of the provision in Section 303, 

which deals with the regulation of radio transmission.106 When viewed in context, it is clear that 

Section 303(e) also does not give the Commission wide-ranging authority to adopt regulations 

beyond those that pertain to the technical characteristics of radio emissions themselves.

Similarly, the FCC cannot use the “public interest” phrase in Section 302 of the Act to 

simply ban devices that might potentially have the ability to “emit[] RF energy in sufficient 

degree to cause harmful interference to radio communications” if tampered with by software or 

otherwise.10' Such an interpretation has no limiting principle, and would allow the FCC to reject 

any devices that it is theoretically possible for a malign actor to modify to exceed their 

authorized emissions limits.108

The NPRM also references the Communications Assistance for Law Enforcement Act 

(“CALEA”) as a potential source of authority,109 but the limited scope of CALEA does not 

support the Commission’s proposed regulations. CALEA imposes obligations on providers of 

common carrier services, not equipment manufacturers, and provides no basis for denying

105 47 U.S.C. §303(e).

106 FDA v. Brown & Williamson Tobacco Co., 529 U.S. 120, 132-33 (2000) (statutory 
language must be interpreted as a coherent whole).

10' NPRM at H 67. While the FCC has in the past required that software to control RF 
emissions compliance be reasonably protected from unauthorized modification, this is a far cry 
from citing the risk of potential software tampering as a reason to ban all device authorizations.

108 The Commission cannot rely on the Fifth Circuit’s decision in Huawei as support for this 
proposition, because the statute at issue there contained a more general provision authorizing the 
Commission to consider, in determining the appropriate level of universal service, “the public 
interest, convenience, and necessity.” Huawei, 2021 WL 2493660, at *9-12 (analyzing 47 U.S.C. 
254(c)(1)(D)).

109 NPRM168; 47 U.S.C. § 229.
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equipment authorizations here. And even if the Commission could arguably use the technical 

requirements provision in 47 U.S.C. § 1002(b) to deny equipment authorizations for the reasons 

set out in the NPRM, this would have no application to the many devices authorized every year 

that are not used for common carriage.

ITie NPRA'l also invokes the FCC's ancillary jurisdiction under the Act as a potential 

source of authority, but the agency's limited ancillary authority is likely exceeded by many of 

these proposed regulations. The Commission should carefully evaluate whether its proposals 

exceed the bounds of its jurisdiction, given that many of the concerns raised about "security” 

likely either apply to aspects of a device that have no direct connection to transmission, or apply 

to a device when it is not transmitting. As the D.C. Circuit has explained. Ahe agency’s general 

jurisdictional grant docs not encompass the regulation of consumer electronics products that can 

be used for receipt of wire or radio communication when those devices are not engaged in the 

process of radio or wire transmission.”110 An order that regulates a device when it is not 

transmitting "does not regulate the actual transmission of the [radio signal],” and because it 

"does not regulate the communications themselves,” it falls outside the bounds of the 

Commission's ancillary authority.111 The D.C. Circuit has also emphasized that even where an 

action does fall within the agency's general grant of jurisdiction, ancillary authority should be

110 Aw. Libr. Ass’n. v. F.C.C., 406 F.3d 689, 700 (D.C. Cir. 2005).

111 Id. at 367. As the D.C. Circuit observed elsewhere in the decision, quoting a commenter 
in the proceeding below, an “unbounded view of FCC jurisdiction proves too much. Were it true, 
the FCC would have plenary authority to regulate consumer electronics and computer devices, 
and there would have been no need for Congress to delegate authority to the FCC to implement 
its policy objectives [in various laws authorizing the FCC to regulate specific aspects of 
consumer electronics].” Id. at 358.
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invoked cautiously.112 That is particularly so where, as here, the “regulations rest on no apparent 

statutory foundation and, thus, appear to be ancillary to nothing.”113

The potential legal infirmities are exacerbated by the breadth and scope of some of the 

actions proposed in the NPRM. While the FCC may intend to take a narrower approach and 

prospectively limit authorizations for clearly identified bad actors, its language and proposals are 

not so limited, and as a result, they raise difficult legal issues for the agency.

For example, revocation of existing device authorizations promises to be massively 

disruptive not just to the named companies, but also to innocent third parties that purchased 

authorized devices in good faith. Revocation of authorizations raises additional legal issues, in 

that administrative law strongly disfavors retroactivity. An agency rule “is a statement that has 

legal consequences only for the future.”114 While there are circumstances where a forward 

looking rule that has retroactive effects are permissible, taking such action precipitously, 

particularly at this stage with so little evidence about its impacts, is likely to be seen as arbitrary 

and capricious.115

B. Regulation of IoT Security Would Venture Far Beyond the FCC’s Legal 
Authority.

The limits of Commission authority are even more apparent when it comes to the NOI. 

While the infirmities noted above also apply to the NOI, the NOI warrants even greater 

regulatory humility than does the NPRM.

112 Id. at 366.

113 Id.

114 Bowen v. Georgetown Univ. Hosp., 488 U.S. 204, 216 (Scalia, J., concurring).

115 Id. at 220 (“A rule that has unreasonable secondary retroactivity—for example, altering 
future regulation in a manner that makes worthless substantial past investment incurred in 
reliance upon the prior rule—may for that reason be ‘arbitrary’ or ‘capricious,’ see 5 U.S.C. § 
706, and thus invalid.”).

42

Received by NSD/FARA Registration Unit 10/04/2021 4:28:53 PM



Received by NSD/FARA Registration Unit 10/04/2021 4:28:53 PM

The NOI would take the Commission into myriad technology areas beyond its authority 

and capacity. IoT security proposals are likely to embroil the commission in software security 

and other areas that may have no or only the most attenuated relation to the transmission of RF 

or traditional technical device regulations.116 A recent government report notes that IoT 

technologies “consist of three primary components—hardware, network connectivity, and 

software that interact to complete tasks.”117 These components contribute to security in complex 

and interrelated ways to be considered holistically, but the FCC does not have general authority 

over the hardware and software that may be part of IoT solutions; as noted above the FCC does 

not have authority over devices that “are not engaged in the process of radio or wire 

transmission.”118

As a practical matter, the Commission is simply not prepared in terms of expertise or 

staff levels to superintend security considerations at each layer of IoT connectivity, from 

hardware to software. Creating such a large new regulatory regime would not simply tax 

existing staff, which is already working in some cases well beyond capacity. Regulating IoT 

cybersecurity and enforcing those regulations would require recruiting, hiring, and training an 

array of specialists for OET and the Enforcement Bureau.

1 6 Although the FCC has a rule addressing software security for U-NII devices, it is to 
ensure that devices are not modifiable by third parties to operate outside the authorized RF 
parameters. See 47 C.F.R. § 15.407(i)(l); FCC, OET, Laboratory Division, Software Security 
Requirements for U-NII Devices (Nov. 12, 2015)
https://apps.fcc.gov/kdb/GetAttachment.html?id=zXtrctoi6zH7oNE006De6g%3D%3D&desc=5 
94280%20D02%20U-NII%20Device%20Securitv%20v01r03. This rule is tied to the FCC’s 
primary mission of ensuring compliance with its technical rules for preventing harmful 
interference rather than cybersecurity generally.

117 GAO-20-577, INTERNET OF THINGS, Information on Use by Federal Agencies (Aug. 
2020) https://www.gao.gov/assets/gao-20-577.pdf.

118 Am. Libr. Ass’n. v. F.C.C., 406 F.3d 689, 700 (D.C. Cir. 2005).
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Reshaping the FCC’s equipment authorization regime to address eyhersecurity as 

suggested in the NOl would result in a dramatic expansion of authority that has no apparent 

limiting principle. While the Commission does not lay out the basis for its authority in the NOJ, 

the theories of authority required to support such a fundamental expansion of power invite the 

use of the equipment authorization regime for any number of ends for which a future 

Commission might articulate a public or national security interest. For example, a “public or 

national security interest” in human rights could be used to justify refusing to approve devices 

built in countries or by companies that do not have fair labor practices, an interest in 

environmental issues could be used to deny devices having a particular carbon impact, or an 

interest in geopolitics could be used to deny applications from firms with headquarters or 

investment in particular parts of the world that may be controversial.

The agency has neither the statutory mandate nor the expertise to weigh in on such issues 

no matter how compelling the “public interest” may appear to be. This is the type of 'vision of 

the agency’s authority that empowers it to make broad, independent national security judgments’ 

that the Fifth Circuit rejected in Iluawei.119 Inserting itself into these debates risks inserting 

varied and controversial policy issues into the equipment authorization regime, potentially 

polarizing what should be an expert, fact-based inquiry7 into the technical capabilities of devices 

for radio and wire communication related to RF, spectrum, and accessibility.

Instead of embarking on a massive change that could take the agency far outside its 

delegated authority, CTA urges the FCC to look for alternative approaches and collect more 

information.

Iluawei, 2 F.4th at 443.
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IX. CONCLUSION

CTA shares the Commission’s goals of protecting against national security threats to the 

communications supply chain and promoting the integrity of connected devices. The technology 

industry has undertaken significant efforts to further these important missions, often working 

with government in a collaborative manner. The Commission should carefully consider the 

implementation and compliance complexities associated with the NPRM proposals before 

modifying the equipment authorization regime. With respect to the NOI, Commission regulation 

of device cybersecurity is neither necessary, advisable, or legally permissible, and CTA urges the 

Commission to rethink its proposal to build cybersecurity into the equipment authorization 

process.
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