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I. Introduction and Background
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• Over the past 18 months, legislative and regulatory bodies primarily in Brussels and 
Washington have held hearings, asked for public comment and received stakeholder 
testimony regarding the responsible use of surveillance technologies. Unfortunately, 
these events, often led by known cyber intelligence critics, have largely focused on 
allegations of misuse based on offering a decidedly one sided view of cyber intelligence 
technologies. For example, last year, the European Parliament established the PEGA 
committee, with a particular focus on the role of NSO Group and its software, Pegasus, 
and the use of cyber intelligence technologies by governments of EU Member States. 
Elowever, cyber intelligence technologies remain in high demand with NATO-member 
country governments and law enforcement agencies for lawful use fighting crime and 
terror. Therefore, the responsible use of these critical technologies is an important topic 
with many implications for the broader international community.

• In fact, as reflected in the recently adopted OECD Declaration on Government Access 
to Personal Data held by Private Sector Entities - currently, the only intergovernmental 
guidance on government access to privately held data - sovereign states have a duty 
and responsibility to protect their populations by prevening, detecting and confronting 
criminal activity, and government access to personal data is essential to meeting these 
duties and responsibilities. However, government access to personal data and cross- 
border data flows should be in line with democratic values and the rule of law. Access 
that is unconstrained, unreasonable, arbitrary or disproportionate violates international 
obligations, the right to privacy and other human rights and freedoms. Therefore it is 
important that national legal frameworks provide safeguards, and the OECD

• Cyber intelligence technologies are necessary to address international threats of 
terrorism and other serious crimes. The rapid development and widespread use of 
encryption technology by terrorists and criminals has profoundly changed the ability of 
states to prevent and investigate terrorism and other serious crimes. As stated by Jean- 
Philippe Lecouffe, Deputy Executive Director, Operations Directorate, Europol, to the 
PEGA committee in August 2022, “[criminals and terrorists are smart, they use state 
of the art tools to hide themselves and their communications from law enforcement” 
and “it is important that law enforcement can also use the accurate and updated tools 
and methods to prevent and fight crime and terrorism.” Cyber intelligence technologies 
assist state authorities by addressing the “going dark” problem: the growing misuse of 
end-to-end encryption applications by terrorists and criminals to conceal messages and 
plots when communicating through mobile devices. These technologies allow for 
investigations without mass surveillance or a backdoor access to the devices of all users. 
There currently is no existing responsible alternative to cyber intelligence technologies 
in the hands of law enforcment and intellegience agencies, that better addresses two 
equally legitimate public concerns: security and privacy.
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II. The Purpose of an International Framework

III. Proposing an International Framework
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• An international framework could address and define what constitutes legitimate use 
versus illegitimate use of surveillance technologies.

Declaration, endorsed by all OECD members, provides an important international 
framework for guidance.

• NSO has repeatedly called for the establishment of an international framework with 
sector-specific standards for states and companies, and guidelines to determine the 
criteria for legitimate end users of critical cyber intelligence systems.

• Without an international framework, regulation is effectively left to fragmented and 
uncoordinated national legislative efforts, which lack consistency and ridden with 
loopholes.

• An international framework could be built through a global multi-stakeholder 
approach.1 This process could be the result of dialogue and collaboration across the

• Unfortunately, as of today, there exists no similar international framework or 
international guidance to regulate the cyber intelligence technology industry. 
Additionally, there is no national guidance provided on the foreign use of cyber 
intelligence, although we understand tht the U.S. government is advancing a voluntary 
code of conduct for surveillance technologies.

• NSO offers a series of substantive ideas and proposals to establish an international 
framework based on principles presented in i) NSO’s Position Paper, ii) the first 
Summit for Democracy Initiative, iii) the UNGPs and iv) other international initiatives. 
It is critical to develop a global consensus around the appropriate use of cyber 
intelligence products, and to create confidence among all stakeholders that such 
products are being used responsibly as intended - to make the world a safer place. In 
this context, NSO’s understands that, within the context of the second Summit for 
Democracy (end of March 2023), the U.S. driven voluntary code of conduct regarding 
surveillance technologies and its domestic enhancements to its export control 
regulations will be announced.

• As the most prominent global cyber intelligence company, NSO is uniquely positioned 
to actively engage key stakeholders among leading companies, state agencies, 
international institutions, and civil society organizations to establish rules of 
responsible conduct for the cyber intelligence industry and ground rules that states must 
meet to be eligible to receive exports of such technology.

• An international framework would bring clarity and transparency to all actors, 
including companies, customers, civil society, and regulatory authorities.

1 This multi-stakeholder approach could include clear phases and steps (e.g., Step 1: Dialogue and collaboration 
with stakeholders for an agreed upon approach to build the international framework; Step 2: Agreement upon a 
negotiation mechanism; Step 3: Negotiating and drafting the substantive international framework; Step 4:
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IV. Basic Features and Principles of an International Framework

General Overviewi.
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The international framework and any supporting guidance to states and state 
agencies should be in line with the UNGPs and Principles, as explained further 
below.

The final international framework should be open to endorsement and subscription by 
all relevant stakeholders, including states, state agencies, civil society organizations, 
the private sector and the companies developing these technologies.

Adoption and endorsement of the international framework; Step 5: Monitoring and continued oversight of the 
international framework).

The approach for building an international framework could focus on substance rather 
than legal form. For example, the final framework could be achieved through various 
legal forms, including standard setting or guidance from an international organization, 
such as the OECD. Ultimately, however, a non-legally binding framework is likely to 
bring the greatest chance of success and be more realistic for adoption.

The international framework and any supporting guidance to companies should 
be in line with the UNGPs, as explained further below.

The mechanism by which the international framework is developed could take various 
forms. It could be a standalone negotiation mechanism, or it could be led by a body 
with the requisite experience and knowledge to lead the process. For example, the 
negotiation mechanism could be led by the OECD or EU, or through the appointment 
of another international body.

An international framework could be developed that makes the acquisition of cyber 
intelligence tools subject to robust public oversight, consultation, and control, in order 
to comply with safeguards against illegitimate access or use, and to guarantee the 
principles of necessity, proportionality, legality, legitimacy, and due process.

the need to balance protecting the rights of those targeted with surveillance tools 
(e.g., journalists, politicians, political dissidents etc.) with the need for 
legitimate uses of this technology when legally warranted to address 
international crime and national security concerns;

various stakeholders that would be impacted by the framework and can lend important 
perspectives on its development. These stakeholders could include representatives from 
civil society organizations, national and international governments and agencies, the 
private sector, and the companies developing these technologies. NSO Group would be 
happy to participate in such dscussions with all stakeholders to establish concrete 
solutions.

An international framework should also address legitimate national security 

concerns. For example, the international framework and any supporting guidance could 
recognize:
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Guidance and Sector-Specific Standards for Companiesii.
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• This guidance should be in line with the UNGPs, including the corporate responsibility 
to respect human rights.
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• The framework could additionally include guidance on corporate best practices for 
companies developing cyber intelligence technology to mitigate risks of human rights 
violations through misuse of such technology and to comply with the international 
framework.

• As supported by NSO, this guidance could recommend that companies sell technologies 
only to those countries that have adhered to the OECD Declaration on Government 
Access to Personal Data held by Private Sector Entities or that committ to its general 
principles. The guidance should further invite non OECD countries to adhere to the 
Declaration and invite the OECD secretariat to promote the Declaration with regard to 
non OECD Countries.

• Informed by NSO’s ongoing efforts to mitigate human rights risks, such guidance could 
address best practices such as:

the responsibility of service providers not to hinder the efforts of legitimate 
investigations using surveillance technology;

• The international framework could establish general ground rules regarding 
transparency for companies, states, and state agencies, as explained further below. 
This guidance could recognize that there are legitimate legal and operational needs for 
secrecy of sovereign intelligence and law enforcement agencies. However, it could also 
recognize that cyber intelligence technologies can also be used in authoritarian states 
to violate the human rights of individuals. Any guidance could aim to balance these 
interests.

the need to provide safeguards for companies that follow the international 
framework and guidelines;

the need for an independent and objective international body to conduct 
investigations on misuse of surveillance technology.

the need for governments to conduct investigations with surveillance 
technology in a clandestine manner;

• The international framework could be developed through a multi-stakeholder 

approach. As discussed above, these stakeholders could include representatives from 
civil society organizations, national and international governments and agencies, the 
private sector, and the companies developing these technologies.

the importance of using export controls as the main gatekeeper for regulation; 
and
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Maintaining responsible product design and appropriate safeguards to address 
potential misuse and downstream impacts.
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o
o

Establishing robust internal policies, such as a human rights compliance policy, 
and implementing procedures;

o
o
o
o
o
o
o

o
o
o
o

Implementing supporting procedures, including human rights due diligence 
procedures; and

Clearly defining “human rights violations” and “misuse,” including examples; 
Setting standards of conduct for employees, business partners, and customers; 
Analyzing potential and actual human rights violations;
Incorporating all applicable international human rights laws and legislation; 
Monitoring reports of misuse by civil society stakeholders;
Conducting pre-sale due diligence for customers;
Including customer contract provisions requiring adherence to the Policy, and 
requiring customers to provide notifications on actual or potential misuse that 
may result in human rights violations;
Building processes for monitoring and investigating potential or actual product 
misuse while taking into account the issue of providing access to the necessary 
sensitive information to conduct such investigations and the privates sector’s 
limited ability to act as an arbitrator in these matters;
Establishing systems and technologies to support effective governance of 
product use (e.g., controls authorizing use, segregating duties, and allowing 
recording, monitoring, alerting, logging, storing and retrieving information on 
surveillance use);
Building processes for customers to report Policy violations;
Ensuring grievance mechanisms for external and internal whistleblowers 
without fear of retaliation;
Prohibiting modification, transfer, or third-party use of technologies, 
Setting forth processes and guidelines for contract termination;
Establishing trainings for relevant stakeholders on the Policy;
Ensuring regular review of the policy with quantitative and qualitative 
performance indicators and sector-wide benchmarks;
Developing internal mechanisms for reporting violations of the Policy, with 
guidelines of consequences for violations;
Building processes for addressing and remedying misuse revealed by internal 
investigation and authorizing suspension of technology use;
Publicly publishing information on the Policy’s effectiveness, objectives, 
practices and procedures; and
Requiring cooperation with governmental and international investigations of 
misuse.

• The international framework could establish ground rules regarding the provision of 
remedies when appropriate.

• The framework could consider specific recommendations and best practices, per the 
above. For example, a public-facing human rights compliance policy (the “Policy”) 
could encompass these key requirements:
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Guidance for States and State AgenciesHi.

a. National Laws

,7 8
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This guidance should also be in line with the UNGPs, including the state duty to protect 
human rights and access to remedy. It could cover the following points:

In addition to a general international framework, sector-specific standards could be 
considered for companies.
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■ Legality2
■ Legitimate Aim3
■ Necessity4
■ Adequacy5
■ Proportionality6 7 8

■ Competent Judicial Authority

The international framework could recommend that states implement national legal 
frameworks in line with those outlined in the OECD Declaration on Government 
Access to Personal Data held by Private Sector Entities.

The international framework could require states to review and reform existing 

relevant laws and regulations governing the import, export, procurement, 
development, oversight, sale, transfer, servicing, and use of targeted surveillance 
technologies in order to ensure compliance with international human rights law and 
norms.

The international framework could require states to establish legal and policy 

frameworks at national levels that make the acquisition of cyber intelligence tools 
subject to robust oversight, consultation, and control, in order to comply with 
safeguards against illegitimate access, and to guarantee the principles of necessity, 
proportionality, legality, legitimacy, and due process.

The international framework could provide guidance for corporate transparency, 
balancing the legitimate legal and operational needs for secrecy of sovereign 
intelligence and law enforcement agencies as customers.

2 Accordmg to Principles: Any limitation to human rights must be prescribed by law and subject to period review 
by legislative or regulatory processes.
3 According to Prmciples: State laws permit surveillance only to achieve legitimate aims corresponding to legal 
interest necessary in a democratic society, applied on a non-discriminatory basis.
4 According to Prmciples: Laws, regulations, activities, powers and authorities for surveillance when it is the only 
necessary means to achieve legitimate aim, or the means least likely to infringe on human rights.
5 According to Prmciples: Surveillance must be appropriate to the legitimate aim.
6 According to Prmciples: to surveillance, must establish surveillance is proportional (as defined under Principles) 
to a competent judicial authority.
7 According to Prmciples: Determinations must be made by an impartial and independent judicial authority.
8 Note, however, that NSO Group encourages that determinations may also rest with other regulatory and 
administrative bodies that are considered impartial and independent as defined under international human rights 
law (see relevant ECHR decisions and international guidance).
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b. Clarifying Legitimate Use of Surveillance

c. Export Controls
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• The framework could additionally include guidance and examples on legitimate use 
of surveillance for law enforcement and national security purposes, to comply with the 
international framework.
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• The framework could recognize and embrace fundamental principles of human rights 
law, while recognizing that surveillance measures are justified where they are necessary 
and proportionate to achieving a legitimate goal.

9 According to Principles: Requires States to ensure procedures governing interference with human rights exist in 
law, are consistently practiced and available to the public.
10 According to Principles: Those surveilled could be notified by the authorizing authority with enough time and 
information to challenge the decision, seek other remedies, and have access to the materials in the application for 
authorization. Delays in notifications are justified in only limited circumstances, including if the notification 
would seriously jeopardize the purpose of the request, or there is an imminent risk of danger to human life.
11 According to Principles: States could be transparent on surveillance laws, regulations, activities, power or 
authorities, and publish aggregate information (e.g., requests approved/rejected for surveillance).
12 According to Principles: States could establish an independent oversight mechanism for transparency and 
accountability. It could access all potentially relevant information, assess legitimate use and state transparency, 
publish penod reports, and make public determinations on lawfulness of actions. This is in addition to any 
oversight already provided by another branch of government.
13 According to Principles: States could not compel service providers or hardware or software vendors to build 
surveillance or monitoring capability into their system or collect information purely for surveillance purposes.
14 According to Prmciples: In mutual legal assistance treaties, States could apply whichever state laws on 
surveillance provide a higher level of protection for individuals.
15 According to Principles: States could enact legislation criminalizing illegal surveillance by public or private 
actors, with civil and criminal penalties, protection for whistleblowers and avenues for redress.

• The framework’s guidance could include determining criteria for legitimate end 

users of surveillance system.

• The international framework could aim to address the issue of authoritarian government 
misuse of technology and promote a positive vision for cyber intelligence technologies, 
anchored by democratic values. With this goal in mind, the international framework 
could provide guidance for states to address export controls. We understand the U.S. 
government is considering enhancements to its export control regulations to integrate 
human rights considerations.

• The international framework could also provide ground rules for states and state 
agencies regarding transparency and the provision of remedies when appropriate.

■ Due Process9
■ User Notification10
■ Transparency11
■ Public Oversight12
■ Integrity of Communications an Systems13
■ Safeguards for International Cooperation14
■ Safeguards Against Illegitimate Access15
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We understand that the second Summit For Democracy could issue voluntary code of 
conduct for governments.
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16 These aligned governments committed to working to establish a voluntary code of conduct for states to use 
export control tools to prevent the proliferation of technologies used to enable serious human rights abuses. This 
initiative was announced by the U.S. Government, made in conjunction with Australia, Denmark, and Norway, 
and supported by Canada, France, the Netherlands and the U.K.
17 Additional encouragement may be given to states in line with the goals of the Export Controls and Human 
Rights Initiative, including: (i) coordination and engagement across governments, industry leaders and academics, 
(ii) policy alignment across states, (iii) the strengthening of domestic legal frameworks, and (iv) sharing 
information on threats, risks and best practices.

• Guidance on export controls could be in line with the proposals of the Export Controls 
and Human Rights Initiative, which was announced and supported by states having 
participated in the Summit for Democracy in December 2021.16 Specifically, this would 

include establishing a voluntary, nonbinding written code of conduct, which like
minded states could politically pledge to use export control tools to prevent the 
proliferation of surveillance technologies used to enable serious human rights abuses.17


