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Prism, Petascale and Privacy: Full-spectrum surveillance programs in the
U.S. security state
By Yuram Abdullah Weiler
2013-06-18
“7 came in with a healthy skepticism about these programs. ... But my assessment and my team's
assessment was that they help us prevent terrorist attacks. And the modest encroachments on
privacy that are involved in getting phone numbers or duration without a name attached and not
looking at content, that on net, it was worth us doing.” - U.S. President Barack Hussein Obama.1
Recent revelations by former CIA employee Edward Snowden have shown a spotlight on how
immodest the surveillance encroachments really are. Not only has the U.S. National Security
Agency (NS A) amassed a huge array of data from its spying operations around the world, but
also it has intercepted telephone and internet communications between citizens within its own
borders. The NS A telecommunications intercept program known by the acronym PRISM, has
sparked mild-mannered expressions of outrage by members of the European Union amid
ameliorating statements concerning the member-states relations with the United States.
One U.S. lawmaker, Representative Loretta Sanchez (D-CA), said that she felt the recent
disclosures of NSA spying by Snowden only revealed the “tip of the iceberg.”3 PRISM is just
one of many U.S. espionage operations. There is a plethora of other programs encompassing
surveillance and the speedy, efficient analyses of the enormous volumes of data collected by all
the watchful cameras, communication taps and records searches, virtually all of them classified
and beyond the reach of ordinary U.S. citizens. Likewise, the cost to Americans for this
extensive espionage encroachment, consisting of the National Intelligence Program (NIP) and
the Military Intelligence Program (MIP), is also classified but is estimated at over US$80 billion4
of which only $48.2 billion is acknowledged by U.S. officials.5
Obama acknowledged that “there are a whole range of programs that have been classified
because — when it comes to, for example, fighting terror, our goal is to stop folks from doing us
harm.” The U.S. Commander in Chief justified the need for utmost secrecy in these programs to
keep “the people who are trying to do us harm” from being “able to get around our preventive
measures. That's why these things are classified.”6 What Obama did not acknowledge is that the
secretive so-called intelligence community (IC) is so vast and interlaced among numerous
government agencies and private contractors that its true extent and costs are virtually unknown.7
With the majority of today’s threats shifting from the physical world to cyberspace, o the U.S. is
investing heavily in cutting-edge computer technologies. Two of the buzzwords heard repeatedly
in connection with super-intensive intelligence collecting are “big data” and “cloud computing.”
Big data refers to the massive amounts of data obtained from monitoring email and telephone
conversations, data mining records, biometric identification and video surveillance cameras,
while cloud computing refers to an information processing system consisting of a large number
of remote computers linked together on a network as opposed to being on a local server.
The main U.S. spy organization, the Central Intelligence Agency (CIA), is extremely interested
in big data and cloud computing. “Cloud computing has emerged to enable us to deliver
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capabilities we weren't able to deliver before at a scale and price and agility level we were never
able to do before,” explained CIA Chief Information Officer Gus Hunt, and referring to data
analysis added, “I have a petascale problem and need a petascale solution.”9 Petascale refers to
computing that takes place on the scale of one quadrillion operations per second. These
supercomputers are roughly a thousand times faster than today’s ordinary terascale computers
but the push is on to develop exascale machines that would be one thousand times even faster.10
Briefly, here are just a few selections from the alphabet soup of current U.S. high-tech
intelligence-focused research programs addressing issues related to so-called “big data:”
ADAMS (Anomaly Detection at Multiple Scales) - Examines anomalies in massive data sets
with applications to detection of “insider threats,” involving anomalous behavior by individuals.
CINDER (Cyber-Insider Threat) - Detects activities and events consistent with cyber espionage
in military computer networks.
PROCEED (Programming Computation on Encrypted Data) - Develops methods to process
encrypted data without the need for decoding prior to processing.
VIRAT (Video and Image Retrieval and Analysis Tool) - Methods for effectively processing
vast amounts of video data for use by military analysts.
CI-BER (Cyberinfrastructure for a Billion Electronic Records) - Testbed for a multi-agency
cyber infrastructure for ultra-large databases.
BIGDATA (Core Techniques and Technologies for Advancing Big Data Science & Engineering)
- Program to advance methods of extracting and analyzing information in ultra-large data sets.11
As the U.S. intelligence infrastructure expands exponentially and ominously, Obama has assured
Americans that they need not be concerned over the resulting massive intrusion into their lives.
Insisting that he is not saying “trust me; we’re doing the right thing; we know who the bad guys
are,” he points out that the surveillance programs have “congressional oversight and judicial
oversight.” However, Obama concedes that if the American people neither trust the chief
executive, nor Congress nor the judiciary “to make sure that we’re abiding by the Constitution,
due process and rule of law, then we’re going to have some problems here.” 12
Surprisingly, most Americans do not seem to have a problem with the “modest encroachment”
that the numerous surveillance programs make upon their privacy. One scholar, Simon
Chesterman, Dean of the National University of Singapore Faculty of Law, suggested that
citizens are more than willing to trade off a measure of their civil liberties for assurances of
additional security, something he refers to as a “new social contract.”13 As a result, protests
against increased governmental snooping “are doomed because the modem threats that we are
facing increasingly require governments to collect information on us. Governments are
increasingly able to collect that information on us—that's the technological angle, and we as
citizens increasingly accept, or at least tacitly accept, that they will collect that information.”
Chesterman stressed, “One of the striking things over the past decade in the United States, was
the relative passivity of many people in the face of very intrusive government powers.”14
For his part, Obama, by suggesting “that there are some tradeoffs involved”15 between
government intmsion into the lives of U.S. citizens and security, has reversed himself from his
previous position when sworn as president for his first term. Not merely expressing “healthy
skepticism” but out rightly rejecting such a tradeoff in 2009, the new U.S. president, in his
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address upon taking the oath of office, declared, “As for our common defense, we reject as false
the choice between our safety and our ideals. ... Those ideals still light the world, and we will not
give them up for expedience sake.”16 Now, in 2013, the above-mentioned ideals have been
clearly sacrificed on the altar of national security for the expediency of intelligence-gathering by
the ever-expanding U.S. surveillance system.
Oddly enough, across-the-board budget cuts known as sequestration may finally be putting the
brakes on the global reach of U.S. intelligence-gathering capabilities. In recent testimony before
the U.S. House Permanent Select Committee on Intelligence, James R. Clapper, Director of
National Intelligence, stated that the National Intelligence Program (NIP), which spans six
cabinet level departments and two independent agencies, faces mandatory budget cuts that “will
reduce human technical and counterintelligence operations, resulting in fewer collection
opportunities, which increases the risk of strategic surprise.” Forebodingly, Clapper predicted,
“Our cyber efforts will be impacted. Critical analysis and tools will be cut back. We'll reduce
global coverage and may risk missing the early signs of a threat. ... Virtually all of the 39 major
1*7
systems acquisitions across the intelligence community will be wounded.”
Emphasizing the need to avoid an intelligence crisis such as the one that occurred after the
collapse of the Soviet Union when the U.S. intelligence community suffered a 23% cutback,
Clapper exclaimed, “I do not recall a period in which we've confronted a more diverse array of
threats, crises and challenges around the world.” After listing potential threats against U.S.
interests coming from within Egypt, Tunisia, Yemen, Libya, Syria, Mali, North Korea, Iran, Iraq,
Sudan, Somalia, Nigeria, Afghanistan, Pakistan, China, Russia and Venezuela, the NIP director
warned, “In these and other regions of the world, extremists can take advantage of diminished
# an obvious appeal to avoid the impending budget axe.
counterterrorism capabilities,” io in
Clapper even pointed an accusatory finger at Islam, stating that “Islamic actors have been the
chief beneficiaries of the political openings, and Islamist parties ... will probably solidify their
influence this year.”19 However, contrary to his statement and U.S. espionage policies, Islam
warns us not to spy and, in most cases, to avoid suspicion.20 The Holy Qur’an states:

“O you who believe, avoid most suspicion, for surely suspicion in some cases is a sin, and do not
spy” (Surat al-Hujurat 49:12). In fact, Imam Ah (a.s.) advised against suspicion, saying,
“Justify your brother's action in the best way unless you know otherwise; and do not suspect
your brother for what he says while you can interpret it as good.”- Nevertheless, in spite of the
sequestration funding reductions, the U.S. continues to spy on people in almost every country
around the world, something which former U.S. vice president Dick Cheney defends, insisting
23
that these surveillance operations have “saved lives and keep us free from other attacks.”
The NS A whistle-blower himself, Edward Snowden, stated emphatically, “The NS A has built an
infrastructure that allows it to intercept almost everything. With this capability, the vast majority
of human communications are automatically ingested without targeting. ... I don't want to live in
a society that does these sorts of things.”24 And neither does the author of this article.
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